
GCIA Practical V3.1 Part 1 − State of IDS

Considerations for the collection, logging and management of IDS data.

Ever since Cliff Stoll’s printer ribbon ran dry[1], the acquisition and maintenance
of Intrusion Detection System data has been an issue.  Analysts debate the
merits of sensor placement, commercial or open source solutions and signature
versus anomaly detection.  Only rarely does the issue of  IDS log collection,
archival and management get raised.  Yet, this is crucial to a successful
implementation of an IDS solution.

This paper will look into five key elements an intrusion analyst must consider
when deploying an IDS logging system:

How will the IDS data be used?
Collection of IDS data
Logging
Analysis and auditing
Maintenance of log data

The Australian Communications−Electronic Security Instruction 33 (ACSI 33)
Handbook 13 identifies [2] many of the logging issues a security administrator
will face, but misses a key driving factor− The purpose for collecting IDS data.
The considerations are numerous and can be complex, however if an intrusion
sensor’s logs will simply be ignored, then there is no reason to collect the data in
the first place.  

How will the IDS data be used?

Answering this seemingly simple question will guide the intrusion analyst along
the path of establishing a robust intrusion logging solution.

Before one can begin to design an IDS logging system, the overall security
posture and policies of the defending network must be reviewed.  These policies
will hopefully provide an answer to how IDS data will be used.   An ISP has very
different goals for IDS data than a university might.  Likewise, a large company
with a big budget and full security staff will have different requirements than a
smaller company or home hobbyist.   Analyst experience levels and available
time also play a part in this decision.  

What about tracking internal abuses or industrial espionage?    Sensors
watching interior networks generally trigger on very different patterns than those
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facing the Internet.

How about sharing the log information with other organizations (such as
incidents.org)?  This data must be sanitized prior to distribution.

Will  the data be used to help prosecute attackers?  If so, this matter becomes
much more complicated.  The data moves from simple logging into the rules of
evidence realm.   The generation of evidence must be provable and authentic[3].
It must also be preserved from alteration.

Collection of IDS data

In all but the smallest of infrastructures, best current practices call for a
centralized logging facility.  This is often established via an out−of−band
management network connecting the sensors and log collector.  However, there
are occasions where this becomes impractical.  For example, an isolated
network or branch office reachable only via the Internet.  In this case, it is
imperative to encrypt the management traffic using a VPN or utility such a ssh or
stunnel.  Depending on how the log data will be used, there may be a
requirement to implement verifications ensuring the data has not been altered in
transit

Determining what to log from the sensors is also an early step in the collection
process.  Should the sensor perform rudimentary analysis and report only events
and alarms?  Or will full network packet captures be required?   Generally some
type of compromise will be implemented depending on the sensor type and
placement.

It is important to consider other data sources as well.  Firewall logs, router logs,
SNMP traps and even application logs can provide valuable correlation to the
intrusion analyst.   The challenges lie in getting this data to the log collector and
normalizing it if necessary.  The IETF IDS Work Group is developing
standards[4] that will help in this area.

Data volumes will have an impact on collection.  High bandwidth pipes will
compound the volume.  Sensor placement often determines the types and
volumes of data generated.  Scott Sanchez, CISSP has produced an IDS Zone
Theory diagram [5] illustrating a typical three−legged firewall with IDS sensors.

Perimeter sensors are often configured to collect a broad range of data,
sometimes taxing the capacity of the management network or logging facility.
DMZ sensors may be tuned to closely match screening firewalls, generating log
data only when an attack breaches the firewall.  Sensors placed on a trusted
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LAN would presumably produce a relatively small amount of data.

Care must be exercised not to introduce a network denial of service with the log
traffic.  This is especially true for remote offices where the monitored and
management networks are share the same pipe.

Logging 

The primary consideration for logging is to ensure a common reference time.
Log data will be of little value if multiple sensors and the collector clocks are not
synchronized.   NTP provides a facility to do this.

The centralized log host should be hardened to bastion standards.  Because this
host will contain sensitive data, it must be stringently protected against attack
and abuse.

A back−end database to store collected logs can improve the scalability of the
overall IDS solution.  It will become important as more sensors and additional
logging hosts are added.   A database will also aid in the analysis, reporting and
auditing of the data.

Analysis, reporting  and auditing

In general, real time analysis and post event reporting based on IDS data is a
minor piece of the overall log puzzle.  It is important if active and automated
response technologies are employed to remember to log both the response and
the result.  For example, an active response might be for the sensor to reset (by
injecting a TCP RST) connections deemed inappropriate.  A sensor could also
modify router ACLs or firewall rules in response to an attack.  Both the fact the
sensor reacted to intrusive traffic and the result of that action must be logged.

A common post−incident item is the gathering of whois information and
generating an email to responsible parties.   This too should be logged and
replies tracked.  Large organizations with established trouble ticketing and
alerting systems may wish to integrate the IDS log server in this process.

Maintenance of log data

Once the data has been processed, there are issues with retention and
housekeeping.  How long should IDS data be archived?  What about historical
and trending uses?  Can the data be ’mined’ to help predict future attacks?
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CERT provides a standards paper with examples for log rotation and archival[6].
RFC3227 outlines "Guidelines for Evidence Collection and Archiving"[7].  These
can be used as building blocks for establishing a data retention policy.

There are also legal issues to consider for data retention.  For example, US
Code Title 18 Section 2307(f)  while not dictating a strict logging policy, does
require the custodian to prevent data destruction for a period of 90 days (can be
extended to 180 days) while under subpoena[8].  The European Union is
rumored to also have laws requiring special handling of log data[9].   In all cases,
it is imperative to consult a lawyer before proceeding.

Summary

This paper has examined several essential areas an IDS analyst must consider
when implementing an intrusion logging system.  The primary issue is to
determine how the collected data will be used.  The answer becomes the driving
factor for each of the additional considerations.

Further Reading

Characteristics of a good IDS  
URL:  http://www.cerias.purdue.edu/coast/intrusion−detection/detection.html

Derek Atkins, et al.
Internet Security Professional Reference, Second Edition
New Riders, 1997     ISBN: 1−56205−706−X
Using System Logs to Discover Intruders  pg. 167

Simpson Garfinkel and Gene Spafford
Practical Unix and Internet Security, Second Edition
O’Reilly & Associates, Inc., 1996       ISBN: 1−56592−148−8
Chapter 10: Auditing and Logging

James Mendelsohn   Feb. 2001  Successful Deployment of an Intrusion
Detection System   URL: http://dcb.sun.com/practices/howtos/intrusion.jsp

Log Analysis Resources
URL:  http://www.counterpane.com/log−analysis.html
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GCIA Practical V3.1 Part 2 − Network Detects

Detect #1

This detect was selected to illustrate a different IDS source than a traditional
intrusion detection system such as snort− in this case Linux ipchains syslog
entries.   It is also a perfect example of how not all suspicious traffic is malicious.
For a breakdown of the fields recorded in an ipchains syslog entry, refer to
Appendix 2.

1. Source of Trace

This detect is from my home DSL circuit protected by a Linux ipchains firewall.
The home network consists of two Linux servers and several Linux/Windows95
dual−boot workstations NAT’d behind the firewall.  The ipchains policy is to reject
any TCP SYN packets and silently drop all ICMP echo−request packets.  The
traffic is logged to a remote syslog host.

2. Detect was generated by

Interest in this traffic was generated by a nightly report summarizing the ipchains
syslog entries.  A portion of that report is shown below.  The report is generated
by a simple bash and awk script (see top_attackers in Appendix 1) listing the top
attackers by IP address, the destination ports that were targeted, along with a
count for the port and a total for the source IP.
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Typically, ICMP probes are nothing to worry about, but this report clearly showed
a suspicious pattern− a consistent number of probes from a group of hosts in the
same network block.  My initial concern was whether my host was being used as
part of a distributed denial of service attack against the 216.52.62.0/24 network.
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Or perhaps those hosts were zombies and I was the victim.  The total packet
count was low, but perhaps the report was coincidentally produced at the leading
edge of the attack.    Spoofing an ICMP source address is trivial and given
enough agents, a victim network could easily become saturated with echo−
replies.  This demanded further investigation.

A review of the syslog entries (see below) for these source addresses revealed
the 144 probes were spread out over several days, beginning on June 5th at
09:31:21 continuing until June 7th at 4:03:03 (times are EST ntp sync’d).   This
lessened the likelihood of this being a DDOS attack, but was interesting enough
to warrant additional research.  

The packet lengths were always 84 bytes and the Time−To−Live (TTL) values
varied only slightly. The small packet size further confirmed this probably wasn’t
a DoS attack (larger packets would more efficiently consume bandwidth).  The
TTL’s suggested the source IPs were actually from the same network and not
necessarily spoofed.
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   3. Probability the source address was spoofed

The next step in the research process was to investigate the source addresses.
I used the ‘host‘ command to determine DNS names for the addresses. Then I
used ‘whois‘ to gather contact information for the domain.
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Results for the other addresses (not shown) were similar.  While it is unwise to
completely trust information in a DNS entry, the ’bos’ in the name suggests
Boston, MA and the ’performance−xx’ indicates these hosts might be part of a
performance measurement for a global load balancing service.
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Even with−out a three−way handshake to confirm the source of the connection,
the addresses in question resolve and appear to be associated with a legitimate
network performance metric service, so the spoof probability is nil.  The TTL
values also support this position.
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4. Description of attack

Tribal Flood Network (TFN), Trinoo and Stacheldraht are examples of popular
Denial of Service attacks that employ ICMP (among other types) packets.  The
CVE dictionary has assigned CAN−2000−0138 to identify the various DDoS
attacks.  

http://cve.mitre.org/cgi−bin/cvename.cgi?name=cve−2000−0138

The seminal authority on DDoS attacks is David Dettrich from the University of
Washington .  http://staff.washington.edu/dittrich/misc/ddos/

5. Attack mechanism

Distributed Denial of Service attacks generally work by building a network of
compromised hosts (known as agents, handlers or zombies).  A master
controller communicates with the network over covert channels, such as hiding
command and control information in ICMP echo request and reply packets.

When an attack is triggered, the agents/zombies will begin flooding the victim
with packets. TCP SYNs and ICMP requests are often used as these will
generally  trigger a response (TCP reset, ICMP reply) further consuming
bandwidth.  

Another popular technique has the handlers spoofing the victims address and
sending ICMP echo requests to a network broadcast address.  This results in
each active host on that network responding with echo replies to flood the victim.

It was initially suspected in this incident either 1) the home network was the
victim (with the 215.15.62.0/24 hosts being compromised zombies) or 2)
attackers were using the home system (by sending spoofed ICMP echo
requests) to flood of the 215.16.62.0/24 network with ICMP echo replies.  This
second method would require many other innocent reflectors to be effective.

6. Correlations

A google search for ’performance’ and ’pnap.net’ yielded several correlations for
this activity.  

On Oct 8th, 2001 Richard Bejtlich posted to the SANS intrusions mailing list some
UDP traceroute packets from performance.lax.pnap.net.  UDP is an alternate
method to ICMP to map the network performance between two hosts.
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URL: http://www.incidents.org/archives/intrusions/msg01189.html

On Jan 23rd, 2002 Johannes B. Ullrich responded to Alexander Rayborn’s query
about pnap.net on the Dshield mailing list.

URL: http://www.dshield.org/pipermail/list/2002−January/002549.html

Both of these correlations support the findings of this investigation.

7. Evidence of active targeting

This traffic is an example of active targeting.  The packets were destined for a
specific address, not a network broadcast address.  In addition,  information on
the pnap.net web site suggests these probes were  triggered by a visit from the
target network to an InterNAP customer’s web site.

8. Severity: Severity should be calculated with the following formula severity =
(criticality + lethality) − (system countermeasures + network
countermeasures) 

Criticality = 2.   This is a home network, not a 24x7 e−commerce site.  

Lethality = 2.    The volume of packets was insufficient to flood the network.  

System countermeasures = 5.  The firewall is a relatively current version of the
Linux kernel, is fully patched and offers no services to the Internet.

Network countermeasures = 5.  ICMP echo requests are dropped by the firewall.

(2 + 2) − (5 + 5) = −6     

As shown by the research, this traffic was not malicious. Suspicious and possibly
an annoyance, but not malicious.  A negative severity rating is  appropriate in
this case.

9. Defensive recommendation

A good defense against ICMP flood attacks is to rate limit or block echo−request
packets at the network border.  Care must be exercised not to block all ICMP
packets, as this can break many Internet protocols.

Most operators of performance measurement systems will provide a method to
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exclude addresses if their traffic from becomes an annoyance.  Follow these
instructions to be removed from the pnap.net monitoring list.  
http://www.internap.com/measurements/readme.html

   10. Multiple choice test question

Distributed Denial of Service attacks often employ SYN and ICMP packet floods.
Why is it important to block ICMP−echo requests (type 8) at the network border?

a. The resulting ICMP redirects (type 5) will mean more bandwidth is lost to the
attack.
b. ICMP type 0 packets carry the much of the original packet, resulting in
additional bandwidth consumption.
c. Routers may drop the responses because they are low priority.
d. Time−to−Live (TTL) values in the responses can be used for further attacks.

 
Correct answer:  b
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Detect #2

This is an example of a common web server reconnaissance attack.  It was
chosen to illustrate the importance of proper host−based security measures,
especially web server configuration.

[**] [1:1071:5] WEB−MISC .htpasswd access [**]
[Classification: Web Application Attack] [Priority: 1]
08/02−07:18:10.558038 0:40:F4:3B:8F:DA −> 0:A0:C9:D5:C5:58 type:0x800 len:0xF6
64.160.25.169:4110 −> MY.NET.231.206:80 TCP TTL:49 TOS:0x0 ID:42073 IpLen:20
DgmLen:232 DF
***AP*** Seq: 0xED45B131 Ack: 0xE6542E48 Win: 0xF990 TcpLen: 20

1. Source of Trace

This trace was taken from a bastion Linux host on the Internet.  The server is
housed at an ISP co−location facility and does not have a screening firewall or
router ACLs protecting it.  In addition to providing virtual web hosting, the server
offers ssh, IRC, ftp, mail and DNS services.

2. Detect was generated by

This detect was generated by the following snort rule (from web−misc.rules):
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This rule triggers on packets with an ACK flag and ’.htpasswd’ in the payload.
To confirm the attack, it is necessary to review the packet data:

�, �¡ ¢�£ ¤¦¥ § ¨�©�£�ª�« ª�¬ ­ ®�ª ª�¥  �¡ ¢�£ ¤
¯ ° ¢ ±R² ³ ¢�  ¤µ´ ¶
¯ · ´ ª
¯ ¬�¸�¯ · ´ ¹,º�¡ §µ» ¢�£ ¤�¶�· · ª
²
¼ ¢ ±�§�½�£ © ¾ ¤ ¢�£ ¿�À�Á ¨�º�£ Á�° ¢ ± Á� �¡ ¢�£ ¤
Â�Ã�Ä Å�Æ Ç�Ä
È ½ ° ©É£ © º §�½�¡ ±�Ê ¢ §�©�¯
Ë © º §�½�¡ ±¦¡ © ¤ Ì�¢�£ Í
¤�£ º È È ½ ¾ È £ ¢ Ê¦Î ª�« ª�¬ ®�ª ª�¥  �¡ ¢�£ ¤
¯ ° ¢ ±�Î È ½ ° ©�¯
 �¡ º�» ° ©�¡EÀ¦·�¸ · ¶

¥ ¥ À À¦Ï�¡ ½ ¤�½ º�° ½ Ð�½�¡ ±µÑ�¡ ¢�£ ¤,À À�¥ ¥
¥ ¥ À À¦Ï�¡ ½ ¤�½ º�° ½ Ð º ¤�½ ¢�¡ Ã ¢ Ê�» ° © ¤�©
À À�¥ ¥

¥ Ò Ó¦Ñ�¡ ¢�£ ¤�Ô�Õ�Ò�¥
Ö ©�£   ½ ¢�¡,·�¯ «�¯ ×ÉØ Ù Ú ½ ° §µ· ¬ « Û
Ù ¿ Ç º�£ ¤�½�¡ Ë ¢�©   ¾ ³ÉØ £ ¢�©   ¾ ³ ®�  ¢�Ú�£ ¾ © È ½�£ ©�¯ ¾ ¢ Ê
Ü�Ì Ì Ì�¯  �¡ ¢�£ ¤
¯ ¢�£ ± Û
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ª�« Á�ª�¬�¥ ª�´�Ý · «�Ý · ª
¯ ¸ ¸ « ª�Þ «,ª
Ý ¶ ª
Ý ß ¶
Ý Þ Ù�Ý «�ß�Ý Å à ¥ Óµª
Ý à ª
Ý Ã ¹�Ý Å ¸�Ý Ã ¸�Ý ¸ «,¤ ¿�» ©�Ý ª á�« ª ªµ° ©�¡�Ý ª á�ß ´
´ ¶
¯ · ´ ª
¯ ¬�¸�¯ · ´ ¹�Ý ¶�· · ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ¬�Þ ·�¯ ¬ ª�´�Ý « ª Â�Ã�Ä�Â Â�¼ Ý ¶�¹ Â�å Ñ�Ý ª á ªµÏ Å Ý ¶�¬ ª�×�Þ,Ï » ¼ ©�¡�Ý ¬ ª
Å ± Ê ¼ ©�¡�Ý ¬�Þ ¬ Å ß
Ò Ò Ò à�Ä Ò Ò Ò�Ñ © æ
Ý�ª á�ä Å ¶�¸ Ù ·�Þ · à ¾�Í�Ý�ª á�ä ´�¸ ¶�¬�ä ¶�«èç�½�¡�Ý�ª á�ß ¹ ¹ ª Â ¾ » ¼ ©�¡�ÝF¬ ª
¶�×,¶�¸�¸ ¶µ¬ ªµ¬�ß,¬�ä,´ «�× ¶µ× ªµ´ ·�×�Þ,×�Þ,× ×�´ ¶µ¬ ª�¶�«êé�ä Â Á�¯ ³ ¤�» º�    Ì�§µë
¸ ¶É¸ ¶É¸ ªµ¬�ß�Þ ·�¬�ä�Þ ª�ª Å ª à ¶�·�´�Þ,´�Þ,´�¸
× ªµ× ¶¦Þ àìÂ Â�Ä Á�·�¯ ª
¯ ¯ à ¾ ¾ © » ¤
Ý
¬ ªµ´ ¹�´ Å ´ ·�´ ×�´�¸
¬�ß,´ ×�´ ¹�´ ´�¬ Ã ¬ ªµ´ ¹�´ Å ´ ·�´ ×í½ Ê º ±�© Á�±�½ È ÜF½ Ê º ±
´�¸
¬�ß,× «�¬ Å × «�´ ¬�´ ¹�× ¶µ´ Å ´ ·�× ªµ¬ Ã ¬ ªµ´ ¹�´ Å ´ ·ì© Á�á�¥ á�î ½ ¤ Ê º�»�ÜF½ Ê º
´ ×�´�¸
¬�ß,´ à × ªµ´�¸
´ ×�¬ Ã ¬ ªµ´ ¹�´ Å ´ ·�´ ×�´�¸
¬�ß,× ªì±�© Á�ï�» © ±
ÜF½ Ê º ±�© Á�»
´ à × ªµ´�¸
´ ×�¬ Ã ¬ ªµ¬ à ¬�ß,¬ à ª Å ª à ¸ ¸
×�Þ,´�¸
× ¬�¬ Å ï�» © ±
ÜFÒ Á�Ò�¯ ¯ Æ   ©�£ ¥
¶�·�´ ×�´�¸
´�ä,× ¶¦Þ à ¬ ª�¶ Å ´�ß,× à ´ ¹�´ Ã ´ Ã ´ ·�¬�ß�Þ Þ à ±�©�¡ ¤
Ý Ç ¢ Ð�½ ° ° º Á�Þ
¬�ä�Þ ªµ¬ ªµ¬ «�´�Þ,´�ß,´ Å × ªµ´ ·�× ¶µ´ ¹�´ ¬�´ Ã ´�¸
¬ ¹,ª Å ¯ ªðØ ¾ ¢ Ê�» º ¤�½ î ° © Û
¯
ª à ¶�«�´�ß,×�Þ,× ¶¦Þ à ¬ ªµ× ×�× ×�× ×�¬�ä
á á�á á�á á�á á�á áñ¯ ë ¢�  ¤
Ý�Ì Ì Ì�¯ Ç â ¯ ã�ä
á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á Â ¯ £ © º�° ° ¿ ò�° ¢�¡ ±
¯ Æ Ë
á á�á á�á á�á á�á á�á áµ¬�ä,´�Þ,´�ß,´ Å ª Å ª à ¸ ªµ× ¬�´ ·�´ × ¼ ¯ ¯ ¯ ¯ ¯ ¯ ¾ ¢ Ê
¯ ¯ Ä £ º ±
´ Å ´ ·µÞ à ¬ ªµ´�ä,´�ß,¬ Å ´�Þ,´ ·�´�Þ,´ «�´�¸Eª Å ª à ª Å ª à Ê º
Ý�¡ ¢�¥ ¾ º�¾ ³ ©�¯ ¯ ¯ ¯
À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó
ª�« Á�ª�¬�¥ ª�´�Ý · «�Ý · ª
¯ ¹�Þ ¶�¹ ´ ¬,ª
Ý à ª
Ý Ã ¹�Ý Å ¸�Ý Ã ¸�Ý ¸ «µ¥ Óµª
Ý ¶ ª
Ý ß ¶
Ý Þ Ù�Ý «�ß�Ý Å à ¤ ¿�» ©�Ý ª á�« ª ª
° ©�¡�Ý ª á�¬�¸ ×
Ç â ¯ ã�ä Â ¯ ¬�Þ ·�¯ ¬ ª�´�Ý « ª¦¥ Ó¦´ ¶
¯ · ´ ª
¯ ¬�¸�¯ · ´ ¹�Ý ¶�· · ª Â�Ã�Ä�Â Â�¼ Ý ´ ¶ Â�å Ñ�Ý ª á ªµÏ Å Ý ¸ ·�Þ ¬�Ï » ¼ ©�¡�Ý ¬ ª
Å ± Ê ¼ ©�¡�Ý ¸ «�¸ Å ß
Ò Ò Ò à�Ä Ò Ò Ò�Ñ © æ
Ý�ª á�ä ´�¸ ¶�¬�ä ¶�« à ¾�Í�Ý�ª á�ä Å ¶�¸ Ù ·�ß ·èç�½�¡�Ý�ª á�· ¹ ¬ ª Â ¾ » ¼ ©�¡�ÝF¬ ª
¶�«¦¸ ¶É¸ ¶É¸ ªµ¬�ß�Þ ·�¬�ä�Þ ·�¬ ª¦Þ ¶¦Þ ª¦Þ Þ,¬ ª�¶�´�´�ß,× ¬ìë Â Â�Ä Á�·�¯ ·,¶ ª�Þ�ß ¢�£
´ ¬�´ ¹�´ ¶µ´ ¶µ´�¸
´�ä
ª Å ª à ¶ ¶µ´ ·�× ¶µ´�¸,Þ à ¬ ª�¶�´�× ¬ìî ½ § §�©�¡�¯ ¯ Å º ¤�©�Ý�ß�£
´ ¹�¬ Ã ¬ ª¦Þ ª¦Þ ¬�¬ ª�¶�·�×�¸
´ ×�¬ ª¦Þ ¬µÞ ª¦Þ ª¦Þ ¬�¬ ª¦Þ ·ì½�Ü�ª�¬ à Ú ±µ¬ ª ª�¬�·
Þ ·µÞ à Þ ·µÞ «µÞ à Þ ·µÞ ªµ¬ ª�¶�×,¶ Å ¸ ¶�ª Å ª à ¸ Þ,´�¸
× ¬ì·�Ý · «�Ý · ª,é Ç Â ¯ ¯ Ñ ©�£
× ´�´�¸
× ¬µÞ à ¬ ª�¶�·�× ªµ´ ·�´�Þ,´ «�´�¸
¬�ß�Þ ·�¬�ä�Þ Þ,¬�äè¨�©�£�Ý à » º�¾ ³ © Á�·�¯ Þ�¯
Þ ¬µÞ ´�¬ ªµ¬ «¦¸ ¸
´�ä,´ ¹�× «�¬ ¹�¬ ªµ´ Å ´�ß,´ ¶É¸ ß,× ªµ´�¸ê¬ ´ÉØ Æ ¡ ½ á Û�Ê ¢ § ò�» ©
× ¬�´ Ã ¬�ß�Þ ·�¬�ä�Þ ¬µÞ ´�¬ ªµ´ Å ´�ß,´ ¶É¸ ß,× ¶µ´ «�× ¬�´�ßô£ ° Á�·�¯ ¬ ´,Ê ¢ § ò�¤�³�£ ¢
× ¶µ× ¶µ´ Ã ´�¸
¬�ß�Þ ¬�¬�ä�Þ ·µÞ ·�¬ ªÉ¸ ª�¶�«¦¸ ªµ¬�ß�Þ ¶µ¬�äê¤ ¤�° © Á�¬�¯ · · Ä ë Ä Á�¶
¯
Þ ·�¬�ä�Þ ªµ¬ ª�¶�´�× ¬�´�ß,´�ä,× ¶É¸ ªµ´ ·�´ ×�´�¸
¬�ß�Þ ¶µ¬�äõ·�¯ ª¦ß�£ ¢�¡ ¤ Ä º ±�© Á�¶
¯
Þ ªµ¬�ä�Þ ¶µ¬�ä�Þ Þ,¬ ªµ´ Å ´�ß,´ ¶É¸ ß,×�Þ,×�Þ,´ Ã ¬�ß�Þ ¬�¬�äêª
¯ ¶
¯ Þ
Ê ¢ § ò�    ° Á�¬�¯
Þ «�¬�ä�Þ ¹�¬ ª�¶�ß,× ªµ´�¸
´�äµ¸ Þµ¸ Þ
¶ Ã ¬�ß�Þ ªµ¬�ä�Þ ¹�¬�äõ«�¯ ¹ å » ©�¡ Ñ Ñ ¼ Á�ª
¯ ¹�¯
Þ ´�´ ¬,ª Å ª à ¶�Þ,´�ß,´�ä,´�ä,´�¸
´�Þ,× ¶µ´ ¹�´�ß,´�ä�Þ à ¬ ªö´ î�¯ ¯ Ã ¢�¡ ¡ © ¾ ¤�½ ¢�¡�Ý
´�Þ,´ Ã ´�ß,×�Þ,´�¸Eª Å ª à ¶�Þ,´�ß,´�ä,× ¶µ´�¸
´�ä,× ¶µ¬ Å ¸ ¶ö¾ ° ¢�  ©�¯ ¯ Ã ¢�¡ ¤�©�¡ ¤�¥ Â
× ¹�× ªµ´�¸,Þ à ¬ ªµ× ¶µ´�¸
× «�× ¶µ¬�ß,´ «�× ¶µ´ Å ´ Ã Þ Ù�¬ ªõ¿�» ©�Ý�¤�© á ¤ Á�³ ¤ Ê�°�÷
´�Þ,´ «�´ ·�× ¬�×�Þ,´�¸
× ¶¦Þ Å ´ ¹�×�Þ,´�ß,¬ Å Þ «µÞ «µÞ�¸,Þ ¹ì¾ ³ º�£   © ¤ À�½   ¢�¥ « «�¸ ¹
¬ Å Þ ·,ª Å ª à ª Å ª à Þ Ã ¬ ·,¶ ¶�¶�ß
¶�Þµ¸ ¶É¸ ¹¦¸ ª�¶�¸
¬ ªô¥ ·�¯ ¯ ¯ ¯ Õ�Ô Å å�Ã Â â�Ä ä
¶�«¦¸ ¶�¶ Å ¶ Ã ¬ ªÉ¸ ªÉ¸ ¸E¶�¬,¶ Ã ¶�¹,¶�Þ,¬ ªµ¬ ¬�¬ Å ¬�ß,¬�ßõë Â�Ç�¼�Ä Æ Ù ¼ Ï Ã Î ¥ Á Á
¶�¹,¶�¸�¸ ¶�¶�´�¬�ß,¬�ß
¶ ¶É¸ ¶�¶ ¶µ¬ ª�¶�«¦¸ ¶�¶ Å ¶ Ã ¬ ª¦Þ ¬ìÏ�ä Â ß Á Á Å Â�Å ë Â�Ç�¼ ¬
¬�ä�Þ ªµ¬�ß,¬�ß
¶�¸E¶�ä,¬ ¬µÞ ä
ª à Þ Ã ¶�«¦¸ ¶�¶ Å ¶ Ã Þ ä�Þ Ã ¯ ª Á Á�ä ã�Î Ó�¯ Õ�ë Â�Ç�¼ Ó Õ
¶�«,¶�¸E¶�·,¶ ¶¦Þ ä
ª à Þ Ã ¸ ¶�¶�¹¦¸ ¶�¶ Ã ¶�¸,Þ ä�Þ ¶¦Þ ª¦Þ Þõë�ä à�Å Ó�¯ Õ Â Ï Â�¼ ä Ó�¶ ª�Þ
¬ ª�¶�´�´�ß,× ¬�´ ¬�´ ¹�´ ¶µ´ ¶µ´�¸
´�ä�Þ Ã ¬�ßµ¸ ¶�¶�¹¦¸ ¶�¶ Ã ß ¢�£ î ½ § §�©�¡ Õ Á Â Ï Â�¼
¶�¸,Þ ä
ª à Þ Ã ¬�ß
¶�«,¶�¸E¶�·,¶ ¶¦Þ ä�Þ Ã ¶�¬,¶�ß
¶ ¶É¸ ¹µÞ äìä Ó�¯ Õ Á�ë�ä à�Å Ó Õ�Ù å�Å â Ó
ª à Þ Ã ¶�«µÞ ·µÞ ä
¶�´�´�ß,× ¬�´ ¬�´ ¹�´ ¶µ´ ¶µ´�¸
´�ä�Þ Ã ¬�ßø¯ Õ�ë · Ó�ß ¢�£ î ½ § §�©�¡ Õ Á
¶�«µÞ ·µÞ ä
ª à ¸ ¹�´�ß,×�¸
¬ ªµ´ ¶µ´�ß,´�ä,¬ ×�× ¶µ¬ ªµ´ «�´ ·ìë · Ó�¯ â ¢�Ú,§ ¢�¡�² ¤µ³ º
× ´�´�¸
¬ ªµ× ªµ´�¸
× ¬�´ Å ´ ¹�×�Þ,×�Þ,´ ¹�´�ß,´�ä,¬ ªµ× ¶µ´�ßè¨�©�» ©�£ Ê�½     ½ ¢�¡
¤ ¢
¬ ªµ´ ·�´�Þ,´�Þ,´�¸
×�Þ,×�Þ,¬ ªµ¬�ß,¬�ä,´ «�× ¶µ× ªµ´ ·�×�Þ,×�Þùº�¾ ¾ ©    
Á�¯ ³ ¤�» º�   
× ×�´ ¶�ª à ´�ß,´�ä,¬ ªµ× ¶µ´ «�´ ¹�×�Þ,¬ ªµ×�Þ,´�¸
× ¬�× ´�´�¸úÌ�§
¯ ¢�¡
¤�³ ½  �  ©�£ ¨�©
× ¬�¬�ä�Þ Ã ¸ ª¦Þ ä
ª à Þ Ã ¶�«¦¸ ¬µÞ ä
ª à Þ Ã ¶�·,¶ ¶�¶ ¶É¸ ¬û£�¯ Õ Ä Ó�¯ Õ�ë Ë Ó�¯ Õ à�Å Å�Ë
¶�¸�¸ Þµ¸ Þ�Þ ä
¶�·�× ªµ´ ·�´�Þ,´ «�´�¸
¬�ß�Þ ·�¬�ä�Þ Þ,¬�ä�Þ ¬öä Ñ Ñ Ó à » º�¾ ³ © Á�·�¯ Þ�¯ ¬
Þ ´�¬ ªÉ¸ Þ,´�¸
× ¬�× ´�´�¸
× ¬�¬ ªµ´ ·�× ¶µ¬ ªµ× ×�× ×�× ×�¬�äõ´�Ñ ©�£ ¨�©�£�º ¤
Ì Ì Ì�¯
á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á á Ç â ¯ ã�ä Â ¯ £ © º�° ° ¿ ò�° ¢
á á�á á�á á�á á�á á�á á�á á�á á�á á�á á�á áµ¬�ä,´�Þ,´�ß,´ Å ¬ ªô¡ ±
¯ Æ Ë�¼ ¯ ¯ ¯ ¯ ¯ ¯ ¾ ¢ Ê
¸ ªµ´�ß,× ¬�× ¶µ¬ ª¦Þ «µÞ ª¦Þ Ã ¬�ß
¶�·,¶ ¶�¶ ¶É¸ ¬,¶�¸�¸ Þµ¸ Þ Ä ¢�£ ¤µ« ª Õ Á à�Å Å�Ë ä Ñ Ñ
Þ ä
ª à Þ Ã ¬�ß
¶�¬,¶�ß
¶ ¶É¸ ¹µÞ ä�Þ Ã ¬�ß
¶�«¦¸ ¶�¶ Å ¶ Ã Þ äèÓ�¯ Õ Á�Ù å�Å â Ó Õ Á�ë Â�Ç�¼ Ó
ª à ¯
À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó À ó
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The packet data clearly shows this was an attack with the client issuing an HTTP
GET request for the .htpasswd file.   The server properly responded with a 403−
Forbidden page.

3. Probability the source address was spoofed

The source address was not spoofed, as evidenced by the completion of the
three−way handshake (ACK−PUSH set on the HTTP GET packet) and the 403−
Forbidden response from the web server.

The host and whois commands indicate the attacker is on a DSL circuit provided
by Pacific Bell.

S ��� O ��2��
3 1�2���3 �
��3 1�2�;
1�2�;�3 �
��3 1�2���3 2��
3 6 ��T " U�U�� 3 "�� ��"�3�U�����"�6 ����"���������6 � � ����" U O @ T 2���T 1�2���T �
��T
1�2�;�3 U O @ 3 @ O "�������3 ��"�# V���@ @ 3 ��� � 3
W�X�Y Z [ \�] _ h � a f f ` ^ a b
c X�Y Z [ \ ` ^ a b X�Z d e \ Z f g b [ Z ^ \ ` h Z i
j

c \ ^ [ ] j

k a l [ \ b d _ ^ b m
q _ h [ ü [ h�� a f f n ^ b a d ^ a b r a d s [ h a \�t q p���� � ý ý � u v�w�x�y
q w�� Z �-� � � � � �
q f _ ^ Z } z þ � � � � �
v�Z i�_ [ ^�o _ i�a m q p���� � ý ý ` o�� z
p�� i�[ ^ [ \ b d _ b [ s a�� Z ^ b _ h b m
q � n v�o r�p�� i�[ ^ [ \ b d _ b [ Z ^�t q v p�u w k ÿ y � ^ \ _ � i�[ ^ ��q � n ` o�� z
q _ h [ ü [ h�� a f f n ^ b a d ^ a b
� � � � � �
q f _ ^ Z } z þ � � � � �
{ r
� � � u � ~ � u � � � �
� _ � u u u u u ��� � u � � � u � � � �
z a h Y ^ [ h _ f � Z ^ b _ h b m
q _ h [ ü [ h�� a f f n ^ b a d ^ a b�o a b � a ^ b a d-t q � � ��� u w k ÿ y b d Z g � f a ��q � n ` o�� z
q ` w�` � Z �-� � � � � �
q f _ ^ Z } z þ � � � � �
{ r
� u � � � u � o�� z q � n t � ~ � u � � � � y
� _ � u u u t ��� � y � � � u � � � �
k a h Z d ��a � ] [ d a \�Z ^
� ~ u p�] d u � ��� � `
k a h Z d ��h d a _ b a ��Z ^
� � u p�] d u � � � ~ `
v�_ b _ � _ \ a
f _ \ b�g ] � _ b a ��Z ^�� u p�g l u � � � � � � m � � m � � � v z `

v�Z i�_ [ ^
\ a d s a d \�[ ^�f [ \ b a ��Z d � a d m

o r � ` q � n ` o�� z � � ~ ` � � ` � � ` � �
o r � ` q � n ` o�� z � � ~ ` � � ` � � ` � �
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4. Description of attack

Misconfigured Apache web servers can reveal the contents of .htaccess and
.htpasswd files.  When implemented, these files are critical to the security of the
web content and web clients should not be allowed to browse them. 

The CVE dictionary lists several candidates for htpasswd problems, but none
specific to the misconfiguration of Apache allowing remote access.

http://www.cve.mitre.org/cgi−bin/cvekey.cgi?keyword=htpasswd

The Apache web site offers this security tip about .htpasswd files:

http://httpd.apache.org/docs−2.0/misc/security_tips.html#watchyourlogs

5. Attack mechanism

By obtaining the user IDs and passwords contained in the .htpasswd file, a
malicious user can view protected content on a web server.  It may also be
possible to misuse the information for further attacks.  For example a web user
ID and password might also match the operating system ID and password.

6. Correlations

As of August 3rd, 2002, dshield.org did not have any reports against this source
address.  A google search for the source IP address also came up empty.

Lenny Zeltser reported a web vulnerability scanner that includes a request for
.htpasswd files as part of his GCIA practical:

        http://www.sans.org/y2k/practical/Lenny_Zeltser.htm

7. Evidence of active targeting

This portion of a SnortSnarf report on the source IP shows evidence of active
targeting.  The attacker is scanning for various web vulnerabilities on this host.
Although there are many IP addresses on this host, the attacker has selected
only one to target.  In addition, all the alerts were generated within a single
second suggesting this was a scripted attack.
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· «�  Ú ¾ ³,º�° ©�£ ¤�  È ¢�Ú�¡ §µÚ   ½�¡ ±µ½�¡ » Ú ¤�Ê ¢ §�Ú ° ©�Ñ�¡ ¢�£ ¤�ß ½ ° © Ï�¡ » Ú ¤
Ü�Ì�½ ¤�³�  ¢�Ú�£ ¾ ©  �Ý

Ò
Á ¨�º�£ Á�° ¢ ± Á� �¡ ¢�£ ¤ Á�º�° ©�£ ¤

ä º�£ ° ½ ©   ¤
Ý�ª�×�Ý · «�Ý ª�¹�¯ ¶�¸ « ×�Þ ·,¢�¡
ª�« Á�ª�¬ Á�¬ ª ª�¬
¼ º ¤�©   ¤
Ý�ª�×�Ý · «�Ý · ª
¯ × · × ª ª�´,¢�¡
ª�« Á�ª�¬ Á�¬ ª ª�¬

¹,§�½ È È ©�£ ©�¡ ¤µ  ½ ±�¡ º ¤�Ú�£ ©  ,º�£ ©�»�£ ©   ©�¡ ¤ È ¢�£E´ ¶
¯ · ´ ª
¯ ¬�¸�¯ · ´ ¹,º� ,ºµ  ¢�Ú�£ ¾ ©

Ò�·�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�Ï,¤�©   ¤�¥ ¾ ±�½,º�¾ ¾ ©    
Ò�·�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�Ïµ¡ » ³�¥ ¤�©   ¤�¥ ¾ ±�½,º�¾ ¾ ©    
Ò�·�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�Ï�¾ º�£ ¤�Þ ¬�¯ © á�©,º�¾ ¾ ©    
Ò�¬�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ç Ï Ñ Ã ¯ ³ ¤�» º�    Ì�§�º�¾ ¾ ©    
Ò�¬�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�Ï È ½�¡ ±�©�£�º�¾ ¾ ©    
Ò�¬�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ç Ï Ñ Ã ¯ ³ ¤ º�¾ ¾ ©    ,º�¾ ¾ ©    
Ò�¬�½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ç Ï Ñ Ã ³ ¤ ¤�»,§�½�£ © ¾ ¤ ¢�£ ¿µ¤�£ º ¨�©�£   º�°
ÒµÞ,½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�ÏEç�© î�Ñ ³ ¢�» » ©�£E  ³ ¢�» » ©�£�¯ ¾ ±�½,º�¾ ¾ ©    
Ò,¶µ½�¡   ¤ º�¡ ¾ ©  ,¢ È ç�ä Ù�¥ Ã é�Ï�  © º�£ ¾ ³�¯ ¾ ±�½,º�¾ ¾ ©    

8. Severity: Severity should be calculated with the following formula severity =
(criticality + lethality) − (system countermeasures + network
countermeasures) 

Criticality = 5.  This is a commercial virtual server and the customers are relying
on the the hosting company to provide security expertise and server
configuration.

Lethality = 5.  This is an attempt to obtain a password for access to protected
resources.

System countermeasures = 5.  The Apache web server is properly configured to
block web access to the .htpasswd file.

Network countermeasures = 0.  This is a bastion host without additional network
protections.

     (5 + 5) − (5 + 0) = 5   

Although the attack failed, this is still a severe incident and should be reported to
the source address ISP.  
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9. Defensive recommendation

This Apace web server is properly configured − it includes the following section
in the httpd.conf file.   

��� �����
	���
 ����� � ��
 �
��� � � ��� ����� ��� � �
 !
" �
 !$# � ��% � ���
��&'� �����
	 �

This mechanism denies access to both .htpasswd and .htaccess files.

This IP address should be placed on a watch list because the recon scanning
could be a precursor to further attacks.

10. Multiple choice test question

When an NIDS (such as Snort) uses signature based pattern matching, why is it
important to verify an alert by reviewing the triggering packet?

a. The attacker may have used NIDS avoidance techniques.
b. Pattern matching is inferior to statistical based NIDS.
c. The rule might be poorly written, generating some false positives.
d. The ACK flag is often set in the course of normal TCP/IP traffic.

Correct answer: c
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Detect #3

This detect was selected for review to demonstrate how an analyst must deal
with incomplete data and situations where he or she has no knowledge of the
target network.   In other words, as Stephen Northcutt is fond of saying "Gee, I
wish we had the hex..."

1. Source of Trace

On 16 Apr 2002, Mike Maxwell, a Systems Manager at Green Mountain Access
requested assistance on the intrusions@incidents.org mailing list with the
following tcpdump data.  There was no reply from the list membership.   A copy
of the original posting is available at:

http://www.incidents.org/archives/intrusions/msg06467.html

· ¬�Ý · ¶
Ý ¬ ¶
¯ ¸ ¸ ¸ Þ ·�¸
· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ·
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
· × ª�¸ ª�Þ�¸ « ª�Þ�Ý · × ª�¸ ª�Þ�¸ « ¬ ×�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý · ¶
Ý ¬ ¶
¯ ¸ ¸ ¸ ¶�· «�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ·�ÝFÑ
·�Þ ´ · × ª�¸ ¬�Þ ×�Ý ·�Þ ´ · × ª�¸ ¬�Þ ×�Ø ª Û�º�¾�Í,· × ª�¸ ª�Þ�¸ « ª ¶
Ì�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý · ¶
Ý ¬ ¶
¯ ´�¸ ¹ · × ¬�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ·
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
· × ª�¸ ª�Þ�¸ « ª ¶
Ý · × ª�¸ ª�Þ�¸ « ª ¶�Ø ª Û
Ì�½�¡
ª
· ¬�Ý · ¶
Ý ¬ ¶
¯ ´�¸ ¹�Þ · ´�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ¬
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
¬�Þ ¶ ¶�¹ · ª�´ ·�Ý ¬�Þ ¶ ¶�¹ · ª�«�¸�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý · ¶
Ý ¬ ¶
¯ ´�¸ ¹�Þ × ·�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ¬�ÝFÑ
·�Þ ´ ª�´�Þ�¸ Þ ¬ «�Ý ·�Þ ´ ª�´�Þ�¸ Þ ¬ «�Ø ª Û�º�¾�Í,¬�Þ ¶ ¶�¹ · ª�´ ¬EÌ�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý · ¶
Ý ¬ ¶
¯ × ´ ·�¸ ´�¸
· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ¬
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
¬�Þ ¶ ¶�¹ · ª�´ ¬�Ý ¬�Þ ¶ ¶�¹ · ª�´ ¬�Ø ª Û
Ì�½�¡
ª
· ¬�Ý · ¶
Ý ¬ ¶
¯ × ´ · × ª�Þ,· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ÞEÓ¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
« ¹�Þ × « ª�Þ ×�Þ�Ý « ¹�Þ × « ª�Þ ¹ ×�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý · ¶
Ý ¬ ¶
¯ × ´ · ×�¸ Þ,·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ Þ�ÝFÑ
·�Þ ´ ´ ´ « ´ « ´ ·�Ý ·�Þ ´ ´ ´ « ´ « ´ ·�Ø ª Û�º�¾�Í,« ¹�Þ × « ª�Þ × ¶
Ì�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý · ¶
Ý ¬ ¶
¯ « ´�Þ × ª�×�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ ª�«�Þ ÞEÓ¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
« ¹�Þ × « ª�Þ × ¶
Ý « ¹�Þ × « ª�Þ × ¶�Ø ª Û
Ì�½�¡
ª
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ × · ¹ « ª�«�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�´
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
¬ ´�¸ ª�× ¹�¸ ¹ · ¶
Ý ¬ ´�¸ ª�× ¹�¸ ¹�Þ «�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ × · ¹ «�¸ ·�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�´�ÝFÑ
Þ « ¹ ¶�´ × ´ « ¶�«�Ý Þ « ¹ ¶�´ × ´ « ¶�«�Ø ª Û�º�¾�Í,¬ ´�¸ ª�× ¹�¸ ¹ ·�¸FÌ�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ « ¬�Þ�¸ ¬ ´�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�´
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
¬ ´�¸ ª�× ¹�¸ ¹ ·�¸�Ý ¬ ´�¸ ª�× ¹�¸ ¹ ·�¸�Ø ª Û
Ì�½�¡
ª
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ « ¬�Þ ´ ´ ×�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�×
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
Þ Þ ª�´ ¶�Þ ´ ¶�¸ «�Ý Þ Þ ª�´ ¶�Þ ´ ¶�« ¬�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ « ¬�Þ × ·�Þ,·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�×�ÝFÑ
Þ « ¹ ¬ ¶�Þ ·�Þ « ¶
Ý Þ « ¹ ¬ ¶�Þ ·�Þ « ¶�Ø ª Û�º�¾�Í�Þ Þ ª�´ ¶�Þ ´ ¶�¸ ¹EÌ�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ ¹ ¬ ¹ ¬ ¬ ªµ· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�×
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
Þ Þ ª�´ ¶�Þ ´ ¶�¸ ¹�Ý Þ Þ ª�´ ¶�Þ ´ ¶�¸ ¹�Ø ª Û
Ì�½�¡
ª
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ ¹ ¬ ¹ ¶ ª ªµ· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�«
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
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· «�Þ ¶�¬ ¶�¸ « ª�«�Ý · «�Þ ¶�¬ ¶�¸ «�Þ ¬�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
· ¬�Ý ¸ ¶
Ý ¬ ¶
¯ ¹ ¬ ¹ ¶�¸ ¬�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�«�ÝFÑ
Þ ¹ ª ª�× ×�Þ ª ª�¹�Ý Þ ¹ ª ª�× ×�Þ ª ª�¹�Ø ª Û�º�¾�Í,· «�Þ ¶�¬ ¶�¸ « ª�¹EÌ�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
· ¬�Ý ¸ ¶
Ý ¬�¸�¯ ª�Þ ·�¸ ¸ ´�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · · ¶�«
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
· «�Þ ¶�¬ ¶�¸ « ª�¹�Ý · «�Þ ¶�¬ ¶�¸ « ª�¹�Ø ª Û
Ì�½�¡
ª
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¬�¸ « × ¹ ×�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ¶,Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
¬ · ª�¹�Þ ¹ ¬ ¬ ¬ ·�Ý ¬ · ª�¹�Þ ¹ ¬ ¬ ¶�¸�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¬�¸ « « « ´�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ¶
ÝFÑ
¬ ·�Þ ¬ ¹ ´ « · ·�¸�Ý ¬ ·�Þ ¬ ¹ ´ « · ·�¸�Ø ª Û�º�¾�Í,¬ · ª�¹�Þ ¹ ¬ ¬ ¬ ¬EÌ�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ Þ ´�Þ ¹�¸ ¬�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ¶,Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
¬ · ª�¹�Þ ¹ ¬ ¬ ¬ ¬�Ý ¬ · ª�¹�Þ ¹ ¬ ¬ ¬ ¬�Ø ª Û
Ì�½�¡
ª
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ Þ ´ ¶�·�¸ Þ,· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ´
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
·�Þ ª ª�¹ ´ ª�Þ «�Þ�Ý ·�Þ ª ª�¹ ´ ª ¶ ª�×�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ Þ ´ ¶�¬ ª�¬�·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ´�ÝFÑ
¬ · ¶ ¶�×�Þ ¹ ª ª�¬�Ý ¬ · ¶ ¶�×�Þ ¹ ª ª�¬�Ø ª Û�º�¾�Í,·�Þ ª ª�¹ ´ ª�Þ « ¶
Ì�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¶�´ ¹�Þ Þ «�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· ´
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
·�Þ ª ª�¹ ´ ª�Þ « ¶
Ý ·�Þ ª ª�¹ ´ ª�Þ « ¶�Ø ª Û
Ì�½�¡
ª
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¶�´ ¹ ¶�× ×�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· «
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�ÝFÑ
¶�¹ × ¶�´�Þ ¹ ª�¹�Ý ¶�¹ × ¶�´�Þ ¹�Þ Þ�Ø ¬ ¶ Û
Ì�½�¡,¬ ª ¶�«
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¶�´ ¹�¸ ¬�¸
·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡EÓ¦· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· «�ÝFÑ
¬ ·�Þ ¹�¸ ¶�¸ ¸ Þ ·�Ý ¬ ·�Þ ¹�¸ ¶�¸ ¸ Þ ·�Ø ª Û�º�¾�Í
¶�¹ × ¶�´�Þ ¹ · ª
Ì�½�¡µ¸ « ¶ ª,Õ�Ê�   �· ¶�´ ª Ó Ø Å ß Û
·�Þ�Ý Þ ¶
Ý ¬ ´�¯ ¸ × ´ ¶ ¶�·�· ¹�¸�¯ Þ Þ�¯ ¹ «�¯ · ·�¸�¯ ¸ · ¶�· «
Ó¦·�¯ ¬�¯ Þ�¯ Þ ·�¯ § ¢ Ê º�½�¡�Ý Ë
¶�¹ × ¶�´�Þ ¹ · ª
Ý ¶�¹ × ¶�´�Þ ¹ · ª�Ø ª Û
Ì�½�¡
ª

2. Detect was generated by

The data was produced from tcpdump.  A field breakdown of tcpdump output is
shown in Appendix 3.   Note that Mr. Maxwell used 1.2.3.31, rather than
MY.NET.xx.xx notation for the target address.   It is unknown if the target
actually provides DNS services, but since it is responding to requests on port 53,
we shall assume is it a name server. (A whois of the GMA records reveals the
last octet of the secondary name server is indeed .31). 

3. Probability the source address was spoofed

The three−way hand−shake is never completed, but it is unlikely the source
address is spoofed.  

The source address does not have a reverse DNS entry.  A traceroute (months
after the original posting) shows the host is active:

S � � "�# ��� ��� � ��1�;
��3 ����3 ;� �3 1�1��
� � "�# ��� ��� � �=� �E1�;
��3 ����3 ;� �3 1�1���K 1�;
��3 ����3 ;� �3 1�1�� M (����F����� O ��" I�(��� �V � � ����"�# $ � � O
)
)

1�� A�"�� ��T ����2���3 > O >?U�# 3 6 ��3 " � � 3 ��� ��K 1���3 1�����3 ;�3 ����M�������3 ���� �� O ��1���3 ;
�� �� O ����3 2���;F� O
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1 � 1���3 1����
3 �����
3 1� �K 1���3 1����
3 �����
3 1� �M�����;�3  � �;F� O ��1�2�3 ���
1�� O ���
1�3 ���� �� O
1��R@ 6 ��I�1���"���3 @ ��3 ��$�3 ��� O ��� ��3 ��� ��K 1�����3 1��� �3 1�2�3 2�;�M����� �3  ��
 �� O ����1�3 2�2��F� O ������3  ������ O
1�2RU���# @ ������$ T � � 1�3 " � � ����� "�3 ��$�3 ��� O ��� ��3 ��� ��K 1�����3 1��� �3 ��1�3 2�2�M����� �3 �����F� O ��1���3 2�2�;F� O
���
1�3 ���
��� O
1�� U���# V���I���$ T � � 1 T ��� O 1 T ��3 " � � ����� "�3 ��� ��K 1�;
��3 ����3 ;�2�3 1 M����
��3  
1�;F� O ���
1�3 ������� O
���
1�3 2�;���� O
1� 1�;
��3 ����3 ;� �3 1�1���K 1�;
��3 ����3 ;� �3 1�1�� M����
��3 1������ O �����
3 1�2�2F� O ����1�3 ��2���� O

The last resolvable hop indicates the source address is part of attemea.net
(AT&T in Amsterdam, NL).

��Ì�³ ¢�½  ,º ¤ ¤�© Ê�© º
¯ ¡ © ¤
* Ì�³ ¢�½  �¯ ¡ © ¤ Ì�¢�£ Í   ¢�° Ú ¤�½ ¢�¡  �¯ ¾ ¢ Ê�+
*  �¡ ½ » +

Ë © ±�½   ¤�£ º�¡ ¤
Ý
à Â , Â Ï Ã ¢�ä¦Ø à Â Â ä Ç ä à Þ ¥ Å å�Ç Û
¼ º º�£ §�©�£ ³ ¢ ¢ ± ¤ Ì�© ±µ¬�¸
à Ê�  ¤�©�£ § º Ê
ÜF· · ª�·µä Ù
ã ¼

Å ¢ Ê º�½�¡,ã º Ê�©�Ý à Â Â ä Ç ä à ¯ ã�ä Â

à § Ê�½�¡ ½   ¤�£ º ¤�½ ¨�© Ã ¢�¡ ¤ º�¾ ¤
Ü Â © ¾ ³�¡ ½ ¾ º�° Ã ¢�¡ ¤ º�¾ ¤
Ý
Ï Ã ¢�äôØ Ï Ã å ¥ å�Ë é�Û §�¡   ® à Â Â ¯ ã ¼
à Â , Â Ï�¡ ¤�©�£ ¡ © ¤ Ì�¢�£ Í ½�¡ ± Ã ©�¡ ¤�©�£�¢ È ä á�» ©�£ ¤�½   ©
¼ º º�£ §�©�£ ³ ¢ ¢ ± ¤ Ì�© ±µ¬�¸
à Ê�  ¤�©�£ § º Ê
ã ¼
ó�Þ ·�¬ ª�¶ ª�¹ ×�´ ª ª
ß º á�¥Eó�Þ ·�¬ ªµ´ ª�¹,ª�· ¬ «

Ë © ¾ ¢�£ §µ© á�» ½�£ ©  ,¢�¡
ª�¹�¥ ß © î�¥ ¬ ª ª�Þ�¯
Ë © ¾ ¢�£ §µ¾�£ © º ¤�© §�¢�¡
ª�¹�¥ ß © î�¥ · ¹ ¹ ¹�¯
Å º ¤ º�î º�  ©�° º�  ¤µÚ » § º ¤�© §�¢�¡�Þ ¥ à Ú ±�¥ ¬ ª ª�¬�¬ ¬�Ý ¬ «�Ý ¸ ª¦ä Å Â ¯

Å ¢ Ê º�½�¡,  ©�£ ¨�©�£  �½�¡,° ½   ¤�© §�¢�£ §�©�£�Ý

ã Ñ ·�¯ à Â Â ¯ ã ¼ · ¹ ¶
¯ ·�¸ ·�¯ ¬�¯ ¬ ¬
ã Ñ ¬�¯ à Â Â ¯ ã ¼ · ¹ ¶
¯ ·�¸ ·�¯ ¬�¯ × ×

4. Description of attack

The trace shows a pattern of SYN,SYN−ACK, RST sequences.  There are three
groups of three, with forty minutes between each group.  Each  cycle of SYN,
SYN−ACK, RST (9 packets) completes within one second.  The empherical
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source port increments sequentially for each group. The last group increments
the port number by two, suggesting other TCP/IP traffic may have been
generated at this time by the source.

The trace is unusual in several respects.   First there is 24 bytes of data in each
SYN packet.  While this technically doesn’t violate any RFCs, it is unusual.
Second, domain services primarily use UDP packets, switching to TCP only
when the answer records will exceed the UDP 512 byte packet size.  Finally,
since the source host initiated the connection, one would expect it to complete
the three−way hand shake.  Instead, a RST is sent to tear down the connection.

5. Attack mechanism

Although DNS resolver routines typically use UDP packets, TCP is the primary
protocol for DNS zone transfers.  It is possible this trace represents an
automated test for zone transfers.  The time to complete a cycle of 9 packets
(one second) also suggests this is an automated tool.

6. Correlations

A google search for "DNS data tcp syn" produced few leads to explain this traffic:

http://www.geocrawler.com/archives/3/4890/2001/12/0/7405346/

This posting to the snort−user mailing list in 2001, matches the pattern and
payload length.  A sample packet suggests the payload may be nulls.
Speculation on the cause ranged from a broken DNS client (highly likely) to an
attempt at tunneling the DNS thru a firewall.

The SANS Intrusion FAQ also shows the pattern, but suggests the source port
should be divisible by 100.

http://www.sans.org/newlook/resources/IDFAQ/DNS.htm

The SANS FAQ also suggests this traffic may be an artifact of Foundry Systems
3/DNS appliances gathering load balancing information.

http://www.f5.com/f5products/3dns/index.html

http://www.f5.com/solutions/whitepapers/improvingdns.html
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7. Evidence of active targeting

This is clearly active targeting.  Mr. Maxwell indicated the probes were
happening all day and implied only the one target was involved.

8. Severity: Severity should be calculated with the following formula severity =
(criticality + lethality) − (system countermeasures + network
countermeasures) 

Criticality = 3.   The target appears to be a DNS server on a commercial network.

Lethality = 1.    The connection is torn down immediately after the SYN−ACK
packet is sent making the traffic mostly innocuous.  Additionally, the volume of
packets was insufficient to flood the network.  

System countermeasures = 1.  Information about the target host (such as the
version of BIND and patch levels) is unknown.    

Network countermeasures = 1.  Information about the target network is
unknown.

(3 + 1) − (1 + 1) = 2     

As shown by the research, this traffic was not necessarily malicious and is
probably caused by a Foundry 3DNS appliance.  Nevertheless, the lack of
details about the target network and server elevate the severity rating.

9. Defensive recommendation

To confirm the theory these packets are from a Foundry 3DNS appliance, it
might be prudent the send an email to the point of contact for the source
address.

As a general practice, the name server should be checked to ensure patch levels
are current and zone transfer security measures are in place.  The attackers IP
address should also be added to a watch list in case the probes were the
prelude to a larger attack.
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10. Multiple choice test question

Tcpdump uses Berkeley Packet Filter (BPF) primitives to help reduce the
amount of data captured or displayed.  Given the packets below, what filter could
be used to display similar packets.

-�.0/ - 12/ .�1 � 3�4 - 3 5�6 -�798 � 6�6�� 7�: � -�-
8 � 8 5 : 6�6�� - � . � 6�� 6 - � � ��% � �
 /<;
:�7 6�3 : 5�6�3
6 / :�7 6�3 : 5�6 7 3�= .�1
> ���
 . 5 1
:
-�.0/ - 12/ .�1 � 3�4 - 3 8 6 - � . � 6�� 6 - � � ��% � �
 �� -�798 � 6�6�� 7�: � -�-
8 � 8 5 : 6�6 /<;
- 6 4�4�4 : 4 : 4 -?/ - 6 4�4�4 : 4 : 4 - = 5 > �
@�A :�7 6�3 : 5�6�3 1 ���
 8 :�1 5B��%9	�	 - 1 4�5��C= " � >
-�.0/ - 12/ .�1 � : 496�3 593 -�798 � 6�6�� 7�: � -�-
8 � 8 5 : 6�6�� - � . � 6�� 6 - � � ��% � �
 /ED
:�7 6�3 : 5�6�3 12/ :�7 6�3 : 5�6�3 1 = 5 > ���
 �5

a. ’host 195.33.98.115’
b. ’port domain and source 195.33.98.115’
c. ’tcp[13] && (0x16 != 0)’
d. ’tcp[4:4] > 893780373 or tcp[8:4] > 893780374’

Correct answer: a
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GCIA Practical V3.1 Part 3 − Analyze This

Executive Summary 

For this security analysis, the University provided five days of snort Intrusion
Detection System log files covering the period April 1 to April 6, 2002.  The data
consisted of over 450Mb of raw logs representing 1,049,957 individual alerts and
82 unique types.  The pie graph shown below summarizes the top alerts by
volume.

Before the analysis, little was known about the University network topology, the
number of sensors or placement.  Also unknown is the exact snort rules used to
generate the alerts (some are obviously ’home grown’ as they are not part of the
snort distribution, or popular add−ons such as arachNIDS).   There is evidence
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of asymmetric routing within MY.NET and spotty IDS sensor coverage.  IDS alert
data was also logged out of sequence (by time) suggesting either a clock
synchronization problem or network congestion between the sensors and log
server.

There is also evidence of active recon and packet crafting (including spoofed
source addresses) against the University networks.  From the 82 unique alerts,
the top five alerts (by volume) and five high−priority events of interest were
selected for detailed analysis.

The detailed analysis revealed possible abuses of Peer−to−Peer (P2P) file
sharing protocols such as KaZaa, eDonkey, and gnutella; evidence of IIS attacks
such as Code Red and Nimda; probable Sub−Seven backdoor trojan infections
and several attempts from external hosts to compromise University NTP
(Network Time Protocol) servers.

The corrective measures and defensive recommendations range from
eliminating noise by tuning the IDS rules, to a complete review of select
University hosts to confirm and clean up the compromise.   Terms of Service
agreements and Acceptable Use Policies deterring the abuse of P2P protocols
should also be reviewed and communicated to University network users.   A
tightening of the perimeter defense (thru firewalls or border routers) may also be
in order.

The list of the files.

The following files were obtained from the incidents.org web site to complete this
report.

FHG I9J K�L M G I
N
"�@ ��� � 3 ����������1�3 A
O
"�@ ��� � 3 ������������3 A
O
"�@ ��� � 3 ������������3 A
O
"�@ ��� � 3 �����������
3 A
O
"�@ ��� � 3 ���������
��3 A
O

PRQ�K?S
L?T
U
I�V�L M G I
N
��� O � !0��� 3 1�3 ��������3 A
O
��� O � !0��� 3 ��3 ��������3 A
O
��� O � !0��� 3 ��3 ��������3 A
O
��� O � !0��� 3 �
3 ��������3 A
O
��� O � !0��� 3 ��3 ��������3 A
O

T�V W9XYL M G I
N
O # "�� O 3 ����������1�3 A
O
O # "�� O 3 ������������3 A
O
O # "�� O 3 ������������3 A
O
O # "�� O 3 �����������
3 A
O
O # "�� O 3 ���������
��3 A
O
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Detailed analysis

A review of the captured out−of−spec packets shows evidence of active recon
and packet crafting against MY.NET.  There are for example, many packets with
odd flag values that would not normally occur, a packet with  the same src/dst
port numbers and an instance of port 0 which should never appear as a source.

ª ¶ Á�ª�·�¥ ª ª
Ý ¸ ¶
Ý ¬ ·�¯ · ¶ ¶ ª�× ×�¬ ª�¹�¯ · × ´�¯ ´ ´�¯ ¬ ¬ ×�Ý ¸ · ¶¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý ¸ · ¶
¬ Ò Ñ�ß Ò Ò Ò Ò�Ñ © æ
Ý�ª á à « ª ª ª ª à ¾�Í�Ý�ª á�Þ Ã Þ ·�Þ Þ Þ ªùç�½�¡�Ý�ª á�´ · ´ ¬
ª ¶ Á�ª�¬�¥ · ×�Ý ¸ ¹�Ý Þ Þ�¯ × ¹ « « · ¬�¬ · ×�¯ ¬ ¬ ´�¯ Þ «�¯ « ¬�Ý · ¬ ·�Þ�¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý · ¬ · ¶
Ò Ò Ñ�ß Ò Ò à�Æ Ñ © æ
Ý�ª á�« Å ä × ¶�ä à ¾�Í�Ý�ª á�¸ Ã · · ª ª ª�· ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�¬�¥ · ¹�Ý ¸ Þ�Ý · «�¯ × ¹ ¬ × · ªµ¬ ¶
¯ · ¶�·�¯ ¹ ×�¯ · « ¬�Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ´ ´ ¹ ¹
¬ · Ò Ò Ë Ò à Ò�Ñ © æ
Ý�ª á�´ ´ ª ª ª�ß�¸ à ¾�Í�Ý�ª á ¶�Ù�ß Ã ª ª ª�× ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�¬�¥ · ¹�Ý ¸ ´�Ý ¸ ·�¯ ¬ ¹ ´ ª ª�¬�¬ ¶
¯ · ¶�·�¯ ¹ ×�¯ · « ¬�Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ´ ´ ¹ ¹
Ò · Ñ�ß Ë�Ä Ò Æ Ñ © æ
Ý�ª á�´ ´ ª ª ª�ß ¹ à ¾�Í�Ý�ª á�×�Þ ¬ ª ª ª ª�¹ ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�¬�¥ · ¹�Ý ¸ ×�Ý ¸ ¶
¯ ¸ « ª�« ¬ ¶µ¬ ¶
¯ · ¶�·�¯ ¹ ×�¯ · « ¬�Ý ´ ´ ¹ ¹µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý · ´�Þ ¬
Ò · Ñ�ß Ë Ò Ò Æ Ñ © æ
Ý�ª á�ß à ¶�ß à ´ à ¾�Í�Ý�ª á à ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�¬�¥ ¬ ¬�Ý ¬�Þ�Ý ª�´�¯ ª�Þ Þ ´ « ¶µ¬ · ´�¯ ¬�Þ ¬�¯ «�¸�¯ ¬�Þ ×�Ý Þ ª�× ·µ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¬ · Ò�ß Ò Ò à Ò�Ñ © æ
Ý�ª á�· ´ Å ä ¬�¸ Þ à ¾�Í�Ý�ª á�¬ Ù ¶�¸ Ã ç�½�¡�Ý�ª á�¸ ª�· «
ª ¶ Á�ª�¬�¥ ¬�Þ�Ý · ¹�Ý · ·�¯ ¬ · · « × «�¬ ¶
¯ · ¹ ·�¯ ª
¯ ¬ ¬ ¬�Ý ¶ ¶�¬�Þ ¶¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª�¹�Ý ´�Þ ¶�´
¬ · Ò�ß Ò Ä à Ò�Ñ © æ
Ý�ª á�· ª�¸ « ×�Þ ·�ß à ¾�Í�Ý�ª á�ä Å Ã ¬ ª ª ª ªùç�½�¡�Ý�ª á�¸ ª�· «
ª ¶ Á�ª�¬�¥ ¬�Þ�Ý ¶�´�Ý ¶�´�¯ ¸ ª�¬ ¬ ¬ ¬�¬ · ·�¯ Þ ×�¯ ¬ ·�¯ · × ¹�Ý ·�¸ ´µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�´�Ý · ×�¸ ¶
¬ Ò Ñ�ß Ë�Ä à Ò�Ñ © æ
Ý�ª á à ª ¶�· ª ª�×�ä à ¾�Í�Ý�ª á�×�¸ ´ ¶ ª ª�×�ß ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�¬�¥ ¬�Þ�Ý ¸ ª
Ý ¸ ¹�¯ ¸ × «�¸ ¬ ·�¬ · ·�¯ Þ ×�¯ ¬ ·�¯ · × ¹�Ý · ×�¸ ¶¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�´�Ý ¶�· ª�¬�¸
Ò Ò Ñ�ß Ò Ä Ò Ò�Ñ © æ
Ý�ª á�×�ä ×�¸ ´ ¶ à ¾�Í�Ý�ª á�¹ × ´ Ù ª�× ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª�Þ ¥ · ª
Ý ¬�Þ�Ý Þ «�¯ « ª�´ ¹ × ·�´ «�¯ ¸ ¸�¯ ¬ ª
¯ · × ¶
Ý ´ «µ¥ Ó Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ´�Ý · ¬ ·�¸
¬ · Ñ Ò Ë Ò à�Æ Ñ © æ
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· ¶�¬�¯ ¸ ·�¯ ¶ ¶
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Ò · Ñ�ß Ò Ò Ò Ò�Ñ © æ
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ª ¶ Á�ª ¶�¥ ª�·�Ý ¸ ¶
Ý ¬ ×�¯ ´ ´ ¹ ª�´ ¹�· ¶�¬�¯ ¸ ·�¯ ¶ ¶
¯ · ¬�Þ�Ý ¬ ·µ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¹ ª ª
Ò · Ñ�ß Ò Ä à�Æ Ñ © æ
Ý�ª á ¶�Ù�ä ª�· ¬ Ãùà ¾�Í�Ý�ª á à ¸ ¸ Ù Ã ª à « ç�½�¡�Ý�ª á�¸ ª�· ª
ª ¶ Á�ª ¶�¥ ª�·�Ý ¸ ¶
Ý Þ ¹�¯ × ¬ × ª�¹�Þ,· ¶�¬�¯ ¸ ·�¯ ¶ ¶
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The alert_summary−no−portscan script (see Appendix 1) was used to produce a
summary report of all the non−portscan alerts calculating the total for each.  The
results are shown below.
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A list of detects and a brief description each

The top five alerts (by volume) and five high−priority events of interest were
selected for analysis.
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For each analyzed detect, a sample from the alert file is presented along with
any CVE numbers for the attack, followed by commentary on the detect.

Appendix 4 ’Selected Detect Reports’ provides additional supporting data that
could not easily be included with the commentary.

Finally, correlations from other sources is provided.

connect to 515 from inside

Sample alert:
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CVE−2001−0353   CVE−2001−0670   CVE−2001−1002   CVE−2002−0003

Port 515 is the Unix lpr/lpd printer facility.  While there are some known
vulnerabilities and remote exploits for various implementations, most of this
traffic appears to be valid.
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There are 163 talkers (see Appendix 4), but only 5 unique targets for this alert.
The host at MY.NET.150.198 appears to be a valid print server based on the
diversity of source addresses.   MY.NET.151.77 and MY.NET.150.83 comprise
the 2nd and 3rd top targets, but only talk to each other.  MY.NET.1.63 has several
sources, but it also sends a single request to MY.NET.5.35.

The link graph on the next page illustrates this print server traffic relationship.    

The unusual relationship between MY.NET.151.71 and MY.NET.150.83  might
be the result of spotty IDS sensor placement.  Typically, one would expect to see
more sources for a print server.   This high level of traffic could also be malicious
as David Singer reports in his GCIA practical:

"This is to alert a possible DOS attack. There is a candidate for inclusion in
the CVE list [ CAN−2000−0839 ] that states: "A continuous stream of LPD
options, sent to the LPD port (default TCP port 515) on the host running
WinCOM, will eventually consume all the memory on that host"

URL:  http://www.sans.org/y2k/practical/David_Singer_GCIA.doc

With the exception of the MY.NET.151.71 and MY.NET.150.83 traffic, this alert
can be considered low severity noise.
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Link graph representing the port 515 lpr/lpd traffic.

The blue and green icons depicts typical lpr/lpd traffic patterns.  The yellow, a
somewhat unusual pattern (a single request) and the red indicates suspicious
traffic.
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SNMP public access

Sample alert:

5 1 &
5 - ] 5�5 / 5�5 / 5 7 � 5 .�7�:�798 � ����� ;�f�g�h ^�\�i���� @j�
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	�	C� �����
g�� � f
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CAN−2002−0012   CAN−2002−0013   CAN−2002−0053

URL: http://www.cert.org/advisories/CA−2002−03.html

URL: http://www.ee.oulu.fi/research/ouspg/protos/testing/c06/snmpv1/index.html

In February, 2002 researchers at the University of Oulu, Finland and CERT
released details on multiple vulnerabilities in almost every implementation  of the
Simple Network Management Protocol version 1 (SNMPv1).   Concurrent with
the release of the research, the Oulu University Secure  Programming Group
provided the PROTOS test suite to the community.  This suite of java programs
tested and reported on the SNMP vulnerabilities.

One of the primary vulnerabilities of SNMP is the use of well known community
strings.  Many implementations ship with ’public’ as a default.

SNMPv1 (described in RFC 1157) typically uses two UDP ports for
communication− 161 for management and 162 for alert traps.  A review of the
SNMP alerts reveals all were generated as the result of probes to port 161.  

There are 25 unique sources and 154 unique targets (see Appendix 4) for this
alert.  All addresses are internal to MY.NET suggesting this alert was not
triggered as a result of wide spread probing of SNMP  hosts.

The use of default SNMP community strings is so widespread, the vulnerability
made the SANS top 20 (and the earlier top 10) ’Most Critical Internet Security
Threats’ list.

URL: http://www.sans.org/top20.htm

URL: http://www.sans.org/top10.htm
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IIS Unicode attack

Sample alert:
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CVE−2000−0884    CAN−2001−0709

This alert is triggered, not by a specific snort rule, but by the http_decode
processor.  This takes the remote input and normalizes it (by converting Unicode
and %00 nulls) before applying text signatures.  This reduces the attackers
ability to avoid detection, but at the cost of additional processing cycles.   It can
be disabled by specifying the following in snort.conf:

     preprocessor http_decode: 80 −unicode

A typical Unicode attack would be an attempt to perform directory traversal as
part of an HTTP URL request (Nimda and Code Red use this  method).  A
properly patched and configured IIS webserver would not allow this activity.
Unicode in the URL request would not usually be valid, so sources generating
this traffic become suspect.

A review of the timestamps for this attack reveals many occur within the same
second for the same source and destination.  This is consistent with the scripted
nature of the Code Red and Nimda worms.

There were 86587 total alerts directed at 1017 targets.  Of these targets, 32
were within MY.NET.  There were 154 Unicode requests from MY.NET sources.

In addition to reporting a correlation for this attack, Jeff Zahr has an example of
the Unicode packet capture in his GCIA practical.

URL:  http://www.giac.org/practical/Jeff_Zahr_GCIA.doc

It is very likely Code Red and/or Nimda is active on the University network.  
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SMB Name Wildcard

Sample alert:
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This is a custom alert description not part of the standard snort ruleset.  It
triggers on a UDP request to port 137 (Windows and Samba NETBIOS name
service) with a specific pattern in the name field− bytes 13−45.

Bryce Alexander provided this write−up for the SANS IDS FAQ:

"This has two sources, an increase in awareness among script kiddies of
the ability to discover information about a target host using NBTSTAT and
the spread of an internet worm known as network.vbs."

"This particular trace was crafted by using the windows command:
NBTSTAT −A (Target IP Address)".

URL:  http://www.sans.org/newlook/resources/IDFAQ/port_137.htm
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Of the 66946 total alerts, there were 300 unique sources and 315 targets.  All
the addresses were within MY.NET with the exception of one− 169.254.22.29.
Addresses from the 169.254.0.0/16 range are assigned by a Microsoft Windows
machine when it cannot obtain a DHCP address.  This network block is typically
dropped at border routers,  suggesting this machine is also within MY.NET.

According to the CERT description of the network.vbs worm, target addresses
are generated randomly, implying these alerts were not the result of the
network.vbs worm or a variant. It is highly unlikely a worm would generate
random addresses entirely contained within the host network.   A timestamp
review also confirms this activity is probably not scripted or automated and
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therefore can be considered noise.

URL: http://www.cert.org/incident_notes/IN−2000−02.html

Matthew Fiddler also concludes this alert is low severity noise.

"Our analysis of GIAC University has determined that all SMB Name
Wildcard traffic is in fact internal traffic and therefore is not deemed
malicious."

URL:  http://www.giac.org/practical/Matthew_Fiddler_GCIA.doc

CGI Null Byte attack                        

Sample alert:
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CVE−2000−0149   CVE−2000−0332   

This alert is triggered, not by a specific snort rule, but by the http_decode
processor.  This takes the remote input and normalizes it (by converting Unicode
and %00 nulls) before applying text signatures.  This reduces the attackers
ability to avoid detection, but at the cost of additional processing cycles.   It can
be disabled by specifying the following in snort.conf:

     preprocessor http_decode: 80 −cginull

Like the related IIS Unicode attack, CGI Null attacks typically take advantage of
directory traversal vulnerabilities.  Some vulnerabilities expose the CGI source
code (which may contain passwords or other restricted information) to the
attacker.

A review of the timestamps for this attack reveals many occur within the same
second for the same source and destination.  This is consistent with the scripted
nature of the Code Red and Nimda worms.

Within MY.NET, there are 32 unique sources and only 2 targets.  The CGINull
top_talker report (see Appendix 4) shows MY.NET.153.197 −> 209.10.239.135
at the top.  This source address also appears in the top ten overall talkers.  This
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host deserves further investigation.
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Watchlist 000220 IL−ISDNNET−990517

Sample alert:

5 1 &
5 - ] 5�5 / 6 70/ 5�6�� 8�8�- 3�4�4�� ������m � � @ �����
	 �B5�5�5 .�. 5 k r�] k�; " f�f
p v ] 7�7 5 8�- 3C� �����
.
-�. � - 3 7 � 6 . � - 5 70/ .�1 5 1
: ] � g�� � f
p v � -
8 6�� -�7
-?/ -�.
- 1

This is a custom alert signature based on previous suspicious activity for the the
source netblock.  Watchlists are created to trigger on followup traffic and must be
investigated.
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There are 19 unique sources from the 212.179.0.0/16 network triggering this
alert against 15 targets.  At first glance, there is no obvious pattern to the traffic
(see Appendix 4).  However a closer review leads to some observations:

     port 80 is often used a source port
     port 1214 (KaZaa) is a popular source and destination
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     212.179.40.132 talks a lot to MY.NET.150.143:4662 (eDonkey)

The date in the alert name suggests this watch list was created on May 19th,
1999.   Since that time. there have been many reports of this alert appearing on
the SANS incidents list and in GCIA practicals Including Kevin Martin’s:

"According to previous SANS practical assignments − These appear to be
locally created rules so that traffic originating from hosts in Jerusalem
and/or Beijing will  fire an alert.  Additionally, there may be IRC and
Gnutella communication between you site and hosts on these networks."

URL:  http://www.giac.org/practical/Kevin_Martin_GCIA.doc

URL:  http://www.sans.org/y2k/052000.htm

Watchlist 000222 NET−NCFC                                             

Sample alert:
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This is a custom alert signature based on previous suspicious activity for the the
source netblock.  Watchlists are created to trigger on followup traffic and must be
investigated.

This alert triggered on 4 source addresses from the 159.226.0.0/16 network.  
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As seen in the WL−220 alerts, MY.NET.150.143 is a suspected eDonkey (port
4662) server.  The host at 159.226.47.197 is using a source port of 80 to
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connect to ports 1752−1754 on MY.NET.153.153.  The host at 159.226.236.23
is using port 8080 to connect to MY.NET.88.186 on four ports (2497, 2502,
2503, 2506).  The host at 159.226.87.6 is possibly running a gnutella server on
port 6346 and MY.NET.153.164 is connected.
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Previous GCIA practicals indicated hosts triggering this alert were targeting
SMTP mail hosts.  This recent activity shows primarily suspected P2P type
traffic.

URL:   http://www.zeltser.com/sans/idic−practical/

URL:   http://www.giac.org/practical/Ben_Thomas_GCIA.doc

URL:   http://www.giac.org/practical/Dennis_Davis_GCIA.doc

Possible trojan server activity

Sample alert:
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URL:  http://www.cert.org/incident_notes/IN−2001−01.html

URL:  http://www.cert.org/incident_notes/IN−2001−07.html

This attack description is not part of the standard snort rule set, but a review of
the alerts shows this triggered on a source or destination port of 27374.  This
port number is well known for the Windows Sub−seven backdoor and Unix
ramen worm.  In addition, the W32/Leaves virus often leverages a previously
compromised Sub−seven Windows host.

The trojan talkers (with port numbers) report shows 30 unique talkers.
Additionally, the report reveals a clear pattern of two−way communications
between many of the hosts.   Some of the traffic appears to be related to web
(port 80) or P2P file sharing (ports 4662, 1214) , but a majority remains
suspicious.
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Notice also, the mismatch in packet counts for a source/target pair.  This
suggests the possibility of asynchronous routing within MY.NET or  IDS sensors
dropping packets.

David Stewart included an excellent description of the SubSeven backdoor in his
GCIA practical:

URL: http://www.giac.org/practical/david_stewart_gcia.doc

EXPLOIT NTPDX buffer overflow

Sample alert:
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Network Time Protocol (NTP) is a service to synchronize system clocks to a
known source.  A buffer overflow vulnerability exists in early versions allowing
remote attackers to execute commands and gain elevated privileges.

There are 9 sources (all external networks) targeting 6 MY.NET hosts.
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Several of the source addresses resolve to the yahoo.com and
akamaitechnologies.com domains.  It’s likely these are spoofed.  Because it isn’t
necessary for the attacker to receive a reply, this attack should be treated as
high severity and the targets investigated throughly.

There were several instances of this alert appearing in GCIA practical summary
lists, but no one chose to analyze the traffic in detail. More information on this
exploit, including and exhaustive list of vulnerable implementations and a copy of
the exploit code is available from SecurityFocus.

URL: http://online.securityfocus.com/bid/2540/info/

TFTP − External UDP connection to internal tftp server

Sample alert:

5 1 &
5 - ] -�.0/ 5 12/ 5 : � 3 8�8 : 6 7 � ����� v � v h ] p w �
� �  � � `�" h @ �9 � �� @ �
���9 ����
�
 �
� �  � �j�
#��9^B	�� � s9� � � �����B496�� .98 52� . 5 8 � - 5 / .98 4$] � g�� � f
p v � -
8 6�� 1 4 / 4 7

CVE−1999−0183   CAN−2001−0783   CAN−2002−0813
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TFTP is an unauthenticated UDP file transfer protocol.  It is typically used by
network equipment vendors (such as Cisco) to provide a method  to
backup/restore a configuration or network boot the device.   TFTP is also one of
the propagation vectors for the Nimda worm.

Because the data connections are unauthenticated, there is little reason to allow
external hosts to initiate a transfer using the protocol.  This alert was triggered 4
times as shown below.

ª ¶ Á�ª�·�¥ · ¬�Ý ª ¶
Ý ª�«�¯ ×�¸ ¸ «�Þ ¹ * Ò Ò + Â ß Â�Ä ¥�ä á ¤�©�£ ¡ º�° Æ Å�Ä ¾ ¢�¡ ¡ © ¾ ¤�½ ¢�¡
¤ ¢µ½�¡ ¤�©�£ ¡ º�°,¤ È ¤�»
  ©�£ ¨�©�£ * Ò Ò +�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¬�¸ ´µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ´ ¹
ª ¶ Á�ª�¬�¥ · ·�Ý ¶�·�Ý ª�¸�¯ « ¬ ´ ª�¸ ª * Ò Ò + Â ß Â�Ä ¥�ä á ¤�©�£ ¡ º�° Æ Å�Ä ¾ ¢�¡ ¡ © ¾ ¤�½ ¢�¡
¤ ¢µ½�¡ ¤�©�£ ¡ º�°,¤ È ¤�»
  ©�£ ¨�©�£ * Ò Ò +�´�Þ�¯ ¬�¸ ª
¯ ¬ · ¹�¯ · « ¹�Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ´ ¹
ª ¶ Á�ª�Þ ¥ · ·�Ý ¬ ·�Ý ¬ «�¯ ¸ ¬ × ´ « ¶ * Ò Ò + Â ß Â�Ä ¥�ä á ¤�©�£ ¡ º�° Æ Å�Ä ¾ ¢�¡ ¡ © ¾ ¤�½ ¢�¡
¤ ¢µ½�¡ ¤�©�£ ¡ º�°,¤ È ¤�»
  ©�£ ¨�©�£ * Ò Ò +�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ Þ ´�Ý ¬�¸ ´µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ´ ¹
ª ¶ Á�ª�Þ ¥ ·�Þ�Ý Þ ª
Ý ¸ ¶
¯ ¹ ª�¹ ×�Þ ¶ * Ò Ò + Â ß Â�Ä ¥�ä á ¤�©�£ ¡ º�° Æ Å�Ä ¾ ¢�¡ ¡ © ¾ ¤�½ ¢�¡
¤ ¢µ½�¡ ¤�©�£ ¡ º�°,¤ È ¤�»
  ©�£ ¨�©�£ * Ò Ò +�´�Þ�¯ ¬�¸ ª
¯ ¬ · ¹�¯ · « ¹�Ý · ´ ¶�¹�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�¸�Ý ´ ¹

Surprisingly, each of the source addresses are registered to the yahoo.com
domain.  Because this is UDP traffic, it’s probable the source addresses are
spoofed. 

Correlating this attack with the scans.all file uncovers this might simply be part of
a somewhat noisy UDP scan.  However, it’s also possible the scan is a smoke
screen to hide the TFTP attack− many port patterns recur   throughout the scan,
but these are the only times port 69 is a destination.  A snippet of one scan is
shown below (others were similar).

à »�£è·�· ¬�Ý ª ¶
Ý ª�¸
´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�¬�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¶�Þ ´ ¹�Þ�¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ¸ ¹ ª�Þ ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�Þ,´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý Þ × ª�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ·�Þ Þ ¶ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª ¶µ´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¶ ¶ ¶�Þ�¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý · ×�¸ « ¹ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�¸
´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý Þ ¶�«�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ¬ × ¹ ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�´�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý × ª ª ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý × ª ª�· Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�¹�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�«�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¬�¸ ´µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ´ ¹ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ª�¹�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý Þ × ª�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ·�Þ Þ ¶ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ·�Þ,´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý · ªµ´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý Þ ¶�«�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ¬ × ¹ ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý · ¬�´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý × ª ª�·µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý × ª ª ª Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ·�Þ,´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¬�Þ Þ ¶�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ¬�Þ «�¸ ¶ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý ·�Þ,´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ¬ × ¬�¸ «µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý ¬ ´ ×�Þ�¸ Æ Å�Ä
à »�£è·�· ¬�Ý ª ¶
Ý · ¶µ´�Þ�¯ ¬�¸ ª
¯ ¬ ª�¸�¯ · ª
Ý ·�Þ ¬ ×�¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´�Ý Þ�¸ Þ�¸ ª Æ Å�Ä

Because full packet data was not provided, it is impossible to make a clear
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determination for this alert.   The target hosts should be checked for
compromise.

Top Talkers lists

The top_talkers script reports 1,049,957 total alerts from 18,474 unique
source/destination pairs.  The top ten are shown below.

�,³ © º §¦¥ ·�Þ
¤ ¢�» ò�¤ º�°�Í ©�£  �¯ £ © » ¢�£ ¤
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ º�° °
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª ª
Ý · ´�Ý ª�·�¯ ¸ ¶�¹ ¹�¸ ·,¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý ¸ ¹�Ý ¸ ×�¯ ´ × « ¹ ´ ¹
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ © Å ©   ¤�½�¡ º ¤�½ ¢�¡
¬ ¹ ¹ × ·�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ «�Þí¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ × ×
× ¶�« ¹�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ × · ª ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ « · ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ´ ¶�¸ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
·�¸ « ¬ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ×ö¥ Ó¦¬ ª�¹�¯ · ª
¯ ¬�Þ ¹�¯ ·�Þ�¸
¹ × ·�Þ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ª�Þí¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸
¹ ´ ¬ ¶ Ç â ¯ ã�ä Â ¯ « «�¯ · « · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸
¹�¸ ¹ ´ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ª�× ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸
¹�¸ « · Ç â ¯ ã�ä Â ¯ « «�¯ · ¶�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸

As shown previously, MY.NET.151.77 and MY.NET.150.198 are print servers,
and  MY.NET.150.195 is a web server.   The following command parses the top
talkers report for the top ten external sources.

�êº Ì�Íð² � ¬RÔ £�Á ¤ Ç â ­�¯ ã�ä Â Á�²�¤ ¢�» ò�¤ º�°�Í ©�£  �¯ £ © » ¢�£ ¤y¥�³ © º §¦¥ ·�Þ
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ º�° °
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª ª
Ý · ´�Ý ª�·�¯ ¸ ¶�¹ ¹�¸ ·,¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý ¸ ¹�Ý ¸ ×�¯ ´ × « ¹ ´ ¹
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ ©
¬ · ¬ ¹�´�Þ�¯ ¬ ¶ ª
¯ ·�¸�¯ ¬ ª�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ
¬ · ª�´�´ ·�¯ × «�¯ Þ�¸�¯ ¶�¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·
¬ ª�¬ ×�´ ·�¯ × «�¯ Þ�¸�¯ ¶ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·
·�¸ « ¶µ¬ · ª
¯ ¹ ¶
¯ ª
¯ · ¶�´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
·�¸ ª ¶µ· ´�Þ�¯ ¬�Þ ¹�¯ ¬�¯ Þ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ª
· ¶�× ¶µ¬ · ´�¯ · ª�´�¯ · ×�Þ�¯ · ¶ ¶¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
· ¬ ¹ ×�¬ · ´�¯ · ª�´�¯ · ×�Þ�¯ ·�¸ ª¦¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
· ¬ «�¸
¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ
· ¬ · ´�´�Þ�¯ ¬ ¶ ª
¯ ·�¸�¯ ¬ ª�× ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·
· ¬ ·�Þ,· ´ ¹�¯ ¬�Þ ¬�¯ « ª
¯ ¶�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·

The top_scanners script produces a report of scanners.  The top ten overall and
the top ten external hosts are shown.
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�,³ © º §¦¥ ·�Þ,  ¾ º�¡ ¡ ©�£�¯ £ © » ¢�£ ¤
Æ   ½�¡ ±R¯ Á�  ¾ º�¡  �¯ º�° °
Ë © » ¢�£ ¤ È £ ¢ Ê à »�£E·,ª ª
Ý ª ª
Ý ª ª�¤�³�£ Ú à »�£,¸
¬�Þ�Ý ¸ ¹�Ý ¬ ´
à ¤ ¤ º�¾�Í ©�£ Â�å Â à�¼   ¾ º�¡  
Ç â ¯ ã�ä Â ¯ ´ ª
¯ ¶�Þ ¶�´ ¬ ª�¹ ´
Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ ¬ «�Þ�¸ ¹ ¬
Ç â ¯ ã�ä Â ¯ ´�¯ ¶�¸ · ¹ ´ ¹ ¶�×
Ç â ¯ ã�ä Â ¯ ´�¯ ¶�« · « ·�¸ ´�¸
Ç â ¯ ã�ä Â ¯ ´�¯ ¶�¹ · × ¹ ¹ ¬ ª
Ç â ¯ ã�ä Â ¯ ´�¯ ¸ ¬ · ´ « « ¹ «
Ç â ¯ ã�ä Â ¯ ´�¯ ¸ ª ·�Þ ´ ¶�« ¶
Ç â ¯ ã�ä Â ¯ · ·�¯ « « « « ¶�Þ
Ç â ¯ ã�ä Â ¯ ´�¯ ¸ Þ «�Þ ¹�¸ ¸
Ç â ¯ ã�ä Â ¯ ´�¯ ´ ª × ¬ ª�¹ ¶

�
±�£ © »µ¥ ¨ Ç â ¯ ã�ä Â   ¾ º�¡ ¡ ©�£�¯ £ © » ¢�£ ¤y¥�³ © º §¦¥ ·�Þ
Æ   ½�¡ ±R¯ Á�  ¾ º�¡  �¯ º�° °
Ë © » ¢�£ ¤ È £ ¢ Ê à »�£E·,ª ª
Ý ª ª
Ý ª ª�¤�³�£ Ú à »�£,¸
¬�Þ�Ý ¸ ¹�Ý ¬ ´
à ¤ ¤ º�¾�Í ©�£ Â�å Â à�¼   ¾ º�¡  
´ ¶
¯ · ¬ ¶
¯ ·�¸ ×�¯ · ´ · ¶�« ´ ×
´ ¶
¯ · ¬ ¶
¯ ·�¸ ×�¯ · ª ¶�« ´ ª
¬ ª�¸�¯ · « «�¯ ¬ ¬ «�¯ Þ Þ Þ�¸ ´ ª
´ ´�¯ ¬ «�¯ ¬ ¬�¸�¯ ·�¸ ´ Þ Þ · ¶
´ ¶
¯ · ¬ ¶
¯ ·�¸ ×�¯ ´ ¶ Þ ¬ × ¬
´ ¶
¯ ¬�Þ ¬�¯ ·�Þ «�¯ · ¶�¬ Þ ¬�¸ ·
´ ´�¯ ¬ «�¯ «�¯ ´ ¹ Þ ª�Þ Þ
¬ ª�¸�¯ · « «�¯ ¬ ¬ «�¯ · ¬ ¹ Þ ª ª�·
´�Þ�¯ ¬�¸ ª
¯ ¬ · ¹�¯ ·�¸ ¶ ¬ « · ¬
´ ´�¯ ¬ «�¯ · ¶
¯ Þ × ¬ × ¹ «

Correlating the top external scanner IP addresses with the alerts reveals no TCP
traffic, only ICMP and UDP.   

$ grep {IP} ./alerts.all | grep −v ’TCP(0)’ | more

This suggests these addresses are spoofed.  Reducing the scans.all file to just
external sources and TCP traffic, then producing the top scanners report results
in these less likely to be spoofed addresses:

�
±�£ © »µ¥ ¨ Æ Å�Ä   ¾ º�¡  �¯ º�° °�¥ º Ì�Íð² � ¶<Ô £�Á Ç â ¯ ã�ä Â Á�²�Ó¦  ¾ º�¡  �¯ Â�Ã�Ä ¥ ¢�¡ ° ¿
�ð¯ Á�¤ ¢�» ò�  ¾ º�¡ ¡ ©�£   ¯ Á�  ¾ º�¡  �¯ Â�Ã�Ä ¥ ¢�¡ ° ¿�Ó¦  ¾ º�¡ ¡ ©�£�¯ £ © » ¢�£ ¤�¥ Â�Ã�Ä ¥ ¢�¡ ° ¿
�,³ © º §¦¥ ·�Þð¯ Á�  ¾ º�¡ ¡ ©�£�¯ £ © » ¢�£ ¤�¥ Â�Ã�Ä ¥ ¢�¡ ° ¿
Æ   ½�¡ ±R¯ Á�  ¾ º�¡  �¯ Â�Ã�Ä ¥ ¢�¡ ° ¿
Ë © » ¢�£ ¤ È £ ¢ Ê à »�£E·,ª ª
Ý ª ¶
Ý ª�×,¤�³�£ Ú à »�£,¸
¬�Þ�Ý ¶�´�Ý ª�·
à ¤ ¤ º�¾�Í ©�£ Â�å Â à�¼   ¾ º�¡  
¬ · ×�¯ «�¸�¯ ¹�Þ�¯ · ª�´ ¸ « ´
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·�Þ ª
¯ · ª ¶
¯ ¸ ´�¯ ·�Þ ª ¸ · ¬
¬ ¶
¯ ¬ ×�¯ · « ¬�¯ ¬ · ¶ ¸ ª ª
· ¹ «�¯ · « ¬�¯ · · ¹�¯ × ª ¶ ¶ ª
· ¹�¸�¯ · « «�¯ ¬ ¬ ·�¯ Þ Þ × «
¬ · «�¯ · ¶�´�¯ ¬�¸ ¬�¯ Þ ´ Þ�¸ «
¬ ·�Þ�¯ ´ ´�¯ ¬ ·�Þ�¯ · ¹ ¶ Þ ¶�Þ
¬ · ¬�¯ ·�Þ ·�¯ ·�Þ ª
¯ ¸ × Þ ¬ ×
´ ¬�¯ · ´�¯ · ¹�Þ�¯ · ´�Þ Þ ·�Þ
· ¹ ¶
¯ « ´�¯ ¬ ¬ «�¯ ¬ ª ª Þ ª ª

Registration information for five external source addresses.

Top talker (external to MY.NET)   63.240.15.205

¦R§ ¨ © ª «­¬ ®�¯ ° ± ²�¯ ³ ´ ¯ ° ² ´ µ § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º
» § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º ¼
½ ¾ ¿ ¾nÀ Á Â Ã ¸ ¹ ºEÄ Å Á ¾ Æ Ç È É À Á Â Ã Å Á ¾ É Æ Ç È É ´ Ê
Ë ¯ Ì
¯ Æ © ÍÏÎ ³ Î ² ³ ±
Ð ¶ ¸­Ñ ª ¹ Ò ©�Ó À ½ Î ° ³ Î ³
Ô Ð
Å ¹ º ¸ ¶ Õ ¹�Ö À Á Â Ã Å Á ¾ É Æ Ç È É ´
Å ¹ º × Ø © Ù Ú ÖH¬ ®�¯ ° ± ²�¯ ²�¯ ² É ¬ ®�¯ ° ± °�¯ ° ´ ´ ¯ ° ´ ´
Û ¶ ª ¸ º ¶ ª ¸ ¹ · Ö À Á Â Ã
À © © · Ü ª ¸ ¶ º © · Ö
½ ¾ ¿ ¾EÁ ¸ ¨ ¶ ¸ Ù ¹ ÜÝÅ ¹ º § © · Ú Ð ¹ · Þ ª Ù ¹ «ßÄ À Á Â Ã É à Û É ½ Â á Å Êâ¸ © º ª ã ä µ ¶ º º ¹ ¸ «�¯ Ù © Õ
Ä å ´ å ÊÏå ³ ° É ´ ² ² ²

Ñ © Õ ¶ ª ¸ Ð ä « º ¹ ÕÏª ¸ Þ ¹ · « ¹­Õ ¶ æ æ ª ¸ ÒÏæ · © Þ ª Ü ¹ ÜÏ× ä
Ö
Ñ Æ Â Ô ¯ Æ Â ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ Î Î�¯ ³ Î ³�¯ ³ ° å�¯ ³ ² ¬
À Æ Â Ô ¯ Æ Â ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ Î Î�¯ ³ Î ³�¯ ³ ° å�¯ ³ ² ´
Ñ Û ¾ Ô ¯ Û ¾ ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ °�¯ ³ ° è�¯ ³ ¬�¯ è ²
À Û ¾ Ô ¯ Û ¾ ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ °�¯ ³ ° è�¯ ³ ¬�¯ ¬ Î
½ Ñ Ñ Â Á Ð Ð Á ÐYé á ¾ à á Å ¾ à á ÐÏÆ Ç Ì À ÈR½ Â Á Å Ì Å É Ë Ì Â ¾ ½ Æ Ç Á
Â ¹ Ù © · ÜÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­² ¬ É ½ ê Ò É ° ² ² ³�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸¡° ® É ½ ê Ò É ° ² ² °Ï³ ¬�Ö ´ ¬�Ö ² ® Á Ñ ¾ ¯

CGINull external   12.91.161.167  and   24.162.83.132

¦R§ ¨ © ª «ë³ °�¯ Î ³�¯ ³ ¬ ³�¯ ³ ¬ è µ § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º
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½ ¾ ¿ ¾ Ä Å Á ¾ É ½ ¾ ¾ Ê
½ ¾ ¿ ¾ná ¾ Ð
° ² ² Ç ¶ ê · ¹ Ø ½ Þ ¹ ¸ ê ¹ Ð © ê º ¨
Û ª Ü Ü Ø ¹ º © § ¸�ÓHÅ ì­² è è ± å
Ô Ð
Å ¹ º ¸ ¶ Õ ¹�Ö ½ ¾ ¾
Å ¹ º × Ø © Ù Ú Ö�³ °�¯ ²�¯ ²�¯ ² É ³ °�¯ ° ´ ´ ¯ ° ´ ´ ¯ ° ´ ´
Û ¶ ª ¸ º ¶ ª ¸ ¹ · Ö ½ ¾ ¾ é
À © © · Ü ª ¸ ¶ º © · Ö
È © « º ª Ù Ú ÓHÑ ¹ ª · Ü · ¹íÄ Ñ È è ³ É ½ Â á Å Êâ¨ ¹ Ø æ µ ª æ�¯ ¶ º º�¯ ¸ ¹ º
³ É Î ³ Î É ® ³ Î É å ° ± Î

Ñ © Õ ¶ ª ¸ Ð ä « º ¹ ÕÏª ¸ Þ ¹ · « ¹­Õ ¶ æ æ ª ¸ ÒÏæ · © Þ ª Ü ¹ ÜÏ× ä
Ö
Ñ Æ Â Ô ¯ Æ Â ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ Î Î�¯ ³ Î ³�¯ ³ ° å�¯ ³ ² ¬
Ñ Û ¾ Ô ¯ Û ¾ ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ °�¯ ³ ° è�¯ ³ ¬�¯ è ²
À Æ Â Ô ¯ Æ Â ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ Î Î�¯ ³ Î ³�¯ ³ ° å�¯ ³ ² ´
À Û ¾ Ô ¯ Û ¾ ¯ Å Ð ¯ Á Ç Ð É ç Û Ð ¯ ½ ¾ ¾ ¯ Å Á ¾ ³ °�¯ ³ ° è�¯ ³ ¬�¯ ¬ Î
Ã © ·R¶ × ê « ¹Ýª « « ê ¹ «ÝÙ © ¸ º ¶ Ù ºÝ¶ × ê « ¹ µ ¶ º º�¯ ¸ ¹ º
Â ¹ Ù © · ÜÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ® É ½ ê Ò É ° ² ² °�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸¡° ® É ½ ê Ò É ° ² ² °Ï³ ¬�Ö ´ ¬�Ö ² ® Á Ñ ¾ ¯

¦R§ ¨ © ª «­° ±
¯ ³ ¬ °�¯ å ®�¯ ³ ® ° µ § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º
Â Ì ½ Ñ Â Ô Å Å Á Â Ä Å Á ¾ É Â Ì ½ Ñ É Â Ô Å Å Á Â É ´ Ê
³ ® ° ± ³ é © © Ü Ø ¶ ¸ Ü Ë ¶ · Ú Â © ¶ Ü
à ¹ · ¸ Ü © ¸�Ó2î ½ ° ² ³ è ³
Ô Ð
Å ¹ º ¸ ¶ Õ ¹�Ö Â Ì ½ Ñ É Â Ô Å Å Á Â É ´
Å ¹ º × Ø © Ù Ú ÖH° ±
¯ ³ ¬ ²�¯ ²�¯ ² É ° ±
¯ ³ è ²�¯ ³ ° è�¯ ° ´ ´
Û ¶ ª ¸ º ¶ ª ¸ ¹ · Ö Â Â Û ½
À © © · Ü ª ¸ ¶ º © · Ö
Ð ¹ · Þ ª Ù ¹ À © Ç Ç À Ä ï Ð ® ² É ½ Â á Å Êë¶ × ê « ¹ µ�· · ¯ Ù © Õ
³ É è ² ® É ® ± ´ É ® ± ³ ¬

Ñ © Õ ¶ ª ¸ Ð ä « º ¹ ÕÏª ¸ Þ ¹ · « ¹­Õ ¶ æ æ ª ¸ ÒÏæ · © Þ ª Ü ¹ ÜÏ× ä
Ö
Ñ Å Ð ³�¯ Â Â ¯ À Ì Û ° ±
¯ ® ²�¯ ° ² ²�¯ ®
Ñ Å Ð °�¯ Â Â ¯ À Ì Û ° ±
¯ ® ²�¯ ° ² ³�¯ ®
Ñ Å Ð ®�¯ Â Â ¯ À Ì Û ° ±
¯ ® ²�¯ ³ Î Î�¯ è
Ñ Å Ð ±
¯ Â Â ¯ À Ì Û ¬ ´ ¯ ° ±
¯ ²�¯ ³ è °
Â ¹ Ù © · ÜÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ° É ½ ê Ò É ° ² ² °�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸¡° ® É ½ ê Ò É ° ² ² °Ï³ ¬�Ö ´ ¬�Ö ² ® Á Ñ ¾ ¯

NTPDX exploit  top source 64.232.136.142
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¦Ý¨ © « ºÝ¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ± °
³ ± °�¯ ³ ® ¬�¯ ° ® °�¯ ¬ ±
¯ ª ¸ É ¶ Ü Ü · ¯ ¶ · æ ¶�¯HÜ © Õ ¶ ª ¸Ý¸ ¶ Õ ¹Ïæ © ª ¸ º ¹ ·Y³ ± °�¯ ³ ® ¬�¯ ° ® °�¯ ¬ ±
¯ º · ¶ ¸ « ¹ Ü Ò ¹�¯ Ù © Õ
¯
¦R§ ¨ © ª «­º · ¶ ¸ « ¹ Ü Ò ¹�¯ Ù © Õ µ § ¨ © ª «�¯ × ê Ø Ú · ¹ Ò ª « º ¹ · ¯ Ù © Õ
» « ¸ ª æ ¼

Å ¹ § Á Ü Ò ¹ÝÅ ¹ º § © · Ú «�Ó á ¸ Ù�¯
® ² ² ² À © Ø ê Õ × ª ¶ à © ê « ¹ Æ Ø Þ Ü�¯ Ð º ¹Ï³ ² ¬
î ¶ ¸ Ù © ê Þ ¹ · Ó é ½ Î å ¬ ¬ ³
Ô Ð
Ñ © Õ ¶ ª ¸­Å ¶ Õ ¹�Ö ¾ Â ½ Å Ð Á Ñ ç Á ¯ À Ì Û
½ Ü Õ ª ¸ ª « º · ¶ º ª Þ ¹ À © ¸ º ¶ Ù º�Ö
Å Á Å à © « º Õ ¶ « º ¹ ·e¨ © « º Õ ¶ « º ¹ · µ ¸ ¹ § ¹ Ü Ò ¹ ¸ ¹ º § © · Ú «�¯ Ù © Õ
Å ¹ § Á Ü Ò ¹ÝÅ ¹ º § © · Ú «
® ² ² ² À © Ø ê Õ × ª ¶ à © ê « ¹ Æ Ø Þ Ü�¯ Ð ê ª º ¹Ï³ ² ¬
î ¶ ¸ Ù © ê Þ ¹ · Ó é ½ Î å ¬ ¬ ³
Ô Ð
Ë ¨ © ¸ ¹�Ö­Ä ® ¬ ² ÊÝÎ ² ¬ É Î è ± Î
Ã ¶ Í
Ö

¾ ¹ Ù ¨ ¸ ª Ù ¶ Ø À © ¸ º ¶ Ù º�Ö
Å Á Å à © « º Õ ¶ « º ¹ ·_¨ © « º Õ ¶ « º ¹ · µ ¸ ¹ § ¹ Ü Ò ¹ ¸ ¹ º § © · Ú «�¯ Ù © Õ
Å ¹ § Á Ü Ò ¹ÝÅ ¹ º § © · Ú «
® ² ² ² À © Ø ê Õ × ª ¶ à © ê « ¹ Æ Ø Þ Ü�¯ Ð ê ª º ¹Ï³ ² ¬
î ¶ ¸ Ù © ê Þ ¹ · Ó é ½ Î å ¬ ¬ ³
Ô Ð
Ë ¨ © ¸ ¹�Ö­Ä ® ¬ ² ÊÝÎ ² ¬ É Î è ± Î
Ã ¶ Í
Ö

Â ¹ Ù © · ÜÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ² ² ° É ² å É ² ´­³ ¬�Ö ³ ¬�Ö ² ³�¯
Â ¹ Ù © · ÜÏÙ · ¹ ¶ º ¹ ÜÝ© ¸­° ² ² ² É ² ± É ° Î�¯
Â ¹ Ù © · ÜÝ¹ Í æ ª · ¹ «­© ¸­° ² ² ® É ² ± É ° Î�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ² ² ° É ² å É ° ±Ï° ³�Ö ´ ²�Ö ´ Î Á Ð ¾ ¯
Ñ © Õ ¶ ª ¸Ý« ¹ · Þ ¹ · «­ª ¸­Ø ª « º ¹ ÜÝ© · Ü ¹ · Ö
à Å Ð ³�¯ Å Á é�Á Ñ ç Á Å Á ¾ é Ì Â È Ð ¯ À Ì Û ¬ ±
¯ ° ® °�¯ ³ ° å�¯ ®
à Å Ð °�¯ Å Á é�Á Ñ ç Á Å Á ¾ é Ì Â È Ð ¯ À Ì Û ° ² Î�¯ ³ ° ´ ¯ ° ® ¬�¯ ®

¦R§ ¨ © ª «­¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ± ° µ § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º
Å ¹ § Á Ü Ò ¹ÝÅ ¹ º § © · Ú «<Ä Å Á ¾ É Å Á Å É ½ é ´ ÊðÅ Á Å É ½ é ´
¬ ±
¯ ° ® °�¯ ²�¯ ² É ¬ ±
¯ ° ® °�¯ ° ´ ´ ¯ ° ´ ´
Ð ½ Û Ë Ç Á Â Á Á Ç Ð Ó á Å À ¯­Ä Ñ Ð Ç­Â Á Ë Ç ½ À Á Û Á Å ¾ ÊEÄ Å Á ¾ Æ Ç È É ½ ¾ é Ì Â È É ´ ® ± è ² É ± ´ ± ² ´ Ê ½ ¾ é Ì Â È É ´ ® ± è ² É ± ´ ± ² ´
¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ° å É ¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ± ®
¦R§ ¨ © ª «Yñ9ò ¸ ¹ º × Ø Ú É ¶ º § © · Ú É ´ ® ± è ² É ± ´ ± ² ´ µ § ¨ © ª «�¯ ¶ · ª ¸�¯ ¸ ¹ º
Ð ½ Û Ë Ç Á Â Á Á Ç Ð Ó á Å À ¯­Ä Ñ Ð Ç­Â Á Ë Ç ½ À Á Û Á Å ¾ ÊEÄ Å Á ¾ Æ Ç È É ½ ¾ é Ì Â È É ´ ® ± è ² É ± ´ ± ² ´ Ê
³ ² ³ ³ Ë á À Ì Æ Ç î Ñ�¯ Ó�ó å
Ð ½ Å ¾ ½nÛ Ì Å á À ½ Ó À ½ Î ² ± ² ´
Ô Ð
Å ¹ º ¸ ¶ Õ ¹�Ö ½ ¾ é Ì Â È É ´ ® ± è ² É ± ´ ± ² ´
Å ¹ º × Ø © Ù Ú ÖH¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ° å É ¬ ±
¯ ° ® °�¯ ³ ® ¬�¯ ³ ± ®
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À © © · Ü ª ¸ ¶ º © · Ö
È Ç á Å Á Ó�ì Ì Ð à Ä ì È ³ ° è ´ É ½ Â á Å Êâì È Ç á Å Á µ « ¶ Õ æ Ø ¹ · ¹ ¹ Ø «�¯ Ù © Õ
® ³ ² É ® Î ¬ É Î ³ ´ ³

Â ¹ Ù © · ÜÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ¬ É ì ê Ø É ° ² ² ³�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸¡° ® É ½ ê Ò É ° ² ² °Ï³ ¬�Ö ´ ¬�Ö ² ® Á Ñ ¾ ¯

Top scanner  217.85.93.106   (non−spoofed)

¦Ý¨ © « ºÝ° ³ è�¯ å ´ ¯ Î ®�¯ ³ ² ¬
³ ² ¬�¯ Î ®�¯ å ´ ¯ ° ³ è�¯ ª ¸ É ¶ Ü Ü · ¯ ¶ · æ ¶�¯HÜ © Õ ¶ ª ¸Ý¸ ¶ Õ ¹Ïæ © ª ¸ º ¹ ·Yæ Ñ Î ´ ´ ´ Ñ ¬ ½ ¯ Ü ª æ�¯ º É Ü ª ¶ Ø ª ¸�¯ ¸ ¹ º�¯
¦R§ ¨ © ª «­º É Ü ª ¶ Ø ª ¸�¯ ¸ ¹ º
» § ¨ © ª «�¯ ¸ ¹ º § © · Ú « © Ø ê º ª © ¸ «�¯ Ù © Õ ¼
» « ¸ ª æ ¼
Â ¹ Ò ª « º · ¶ ¸ º�Ö
Ñ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © ÕÝÌ ¸ Ø ª ¸ ¹ Ð ¹ · Þ ª Ù ¹ ç Õ × à Ä ¾ É Ñ á ½�Ç á Å ° É Ñ Ì Û Ê
é ¶ Ø Ü « º · ¶ « « ¹Ï®
é ¹ ª º ¹ · « º ¶ Ü º�ÓHÑ É ¬ ± ® ® ³
Ñ Á
Ñ © Õ ¶ ª ¸­Å ¶ Õ ¹�Ö ¾ É Ñ á ½�Ç á Å�¯ Å Á ¾
½ Ü Õ ª ¸ ª « º · ¶ º ª Þ ¹ À © ¸ º ¶ Ù º�Ó ¾ ¹ Ù ¨ ¸ ª Ù ¶ Ø À © ¸ º ¶ Ù º�Ö
È ¶ ê ã Õ ¶ ¸ ¸�ÓHÑ ¶ ¸ ª ¹ ØíÄ Ñ È ³ ¬ ° É Â á Ë Á Ê Ü�¯ Ú ¶ ê ã Õ ¶ ¸ ¸ µ ¾ É Ì Å Ç á Å Á ¯ Å Á ¾
Ñ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © ÕÝÌ ¸ Ø ª ¸ ¹ Ð ¹ · Þ ª Ù ¹ ç Õ × à
ì ê Ø ª ê « É Â ¹ ª × ¹ · É Ð º · ¯ ® è
Ñ ¶ · Õ « º ¶ Ü º
ç ¹ · Õ ¶ ¸ ä
Ñ É ¬ ± ° Î
Ñ Á
ô ± ÎÝ¬ ³Ï´ ³­¬ å ²n´ ® è<Ä Ã ½ õ Ê ô ± ÎÝ¬ ³Ï´ ³­¬ å ²n´ ³ Î

Â ¹ Ù © · ÜÝ¹ Í æ ª · ¹ «­© ¸Ý³ ² É Ã ¹ × É ° ² ² ®�¯
Â ¹ Ù © · ÜÏÙ · ¹ ¶ º ¹ ÜÝ© ¸Ý³ ² É Ã ¹ × É ³ Î Î Î�¯
Ñ ¶ º ¶ × ¶ « ¹ÝØ ¶ « ºÏê æ Ü ¶ º ¹ ÜÝ© ¸­° ¬ É ½ ê Ò É ° ² ² °Ï³ å�Ö ² ®�Ö ´ ´ Á Ñ ¾ ¯
Ñ © Õ ¶ ª ¸Ý« ¹ · Þ ¹ · «­ª ¸­Ø ª « º ¹ ÜÝ© · Ü ¹ · Ö
Ñ Å Ð ² ²�¯ Ð Ñ ½ ¯ ¾ É Ì Å Ç á Å Á ¯ Ñ Á ³ Î ´ ¯ ³ ± ´ ¯ ³ ³ Î�¯ ¬ °
Ñ Å Ð ² ³�¯ Ð Ñ ½ ¯ ¾ É Ì Å Ç á Å Á ¯ Ñ Á ³ Î ´ ¯ ³ ± ´ ¯ ³ ³ Î�¯ ³ å Î
Ñ Å Ð ² ²�¯ Ð Ô Ç ¯ ¾ É Ì Å Ç á Å Á ¯ Ñ Á ¬ °�¯ ³ ´ ®�¯ ³ ´ å�¯ ¬ °
Ñ Å Ð ² ³�¯ Ð Ô Ç ¯ ¾ É Ì Å Ç á Å Á ¯ Ñ Á ³ Î ±
¯ ° ´ ¯ ³ ® ±
¯ ° ² ®

¦R§ ¨ © ª «­° ³ è�¯ å ´ ¯ Î ®�¯ ³ ² ¬ µ § ¨ © ª «�¯ · ª æ ¹�¯ ¸ ¹ º
» § ¨ © ª «�¯ · ª æ ¹�¯ ¸ ¹ º ¼
» « ¸ ª æ ¼
ª ¸ ¹ º ¸ ê Õ
Öö° ³ è�¯ å ²�¯ ²�¯ ² É ° ³ è�¯ å Î�¯ ® ³�¯ ° ´ ´
¸ ¹ º ¸ ¶ Õ ¹�ÖöÑ ¾ ½ ç É Ñ á ½�Ç ³ ±
Ü ¹ « Ù · Ö Ñ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © Õ ½ ç
Ù © ê ¸ º · ä
ÖöÑ Á
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¶ Ü Õ ª ¸ É Ù�ÖöÑ ¾ á Ë É Â á Ë Á
º ¹ Ù ¨ É Ù�Ö Ð ¾ ´ ® ´ Î É Â á Ë Á
« º ¶ º ê «�Ö ½ Ð Ð á ç Å Á Ñ Ë ½
· ¹ Õ ¶ · Ú «�Öö÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷
· ¹ Õ ¶ · Ú «�Öö÷ ½ Æ Ô Ð ÁYÀ Ì Å ¾ ½ À ¾ ÖH¶ × ê « ¹ µ º É ª æ ¸ ¹ º�¯ Ü ¹ á Å À ½ Ð Á Ì ÃYà ½ À ÈR½ ¾ ¾ ½ À È Ð ÓH÷
· ¹ Õ ¶ · Ú «�Öö÷ á Ç Ç Á ç ½�Ç�½ À ¾ á î á ¾ ø Ó2î á Ì Ç ½ ¾ á Ì Å�Ó Ð À ½ Å Ð Ó Ë Â Ì Æ Á Ð Ó Ð Ë ½ Û Ó Á ¾ À ¯�÷
· ¹ Õ ¶ · Ú «�Öö÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷ ÷
¸ © º ª ã ä
Ö ¶ ê ã º · ¶ Ò µ ¸ ª Ù�¯ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹
¸ © º ª ã ä
Ö Ü × Ü µ ¸ ª Ù�¯ Ü º ¶ Ò�¯ Ü ¹
Õ ¸ º É × ä
Ö Ñ ¾ ½ ç É Å á À
Ù ¨ ¶ ¸ Ò ¹ Ü�Öö¶ ê ã º · ¶ Ò µ ¸ ª Ù�¯ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹Ý° ² ² ° ² ³ ² å
« © ê · Ù ¹�Ö Â á Ë Á
· © ê º ¹�Ö ° ³ è�¯ å ²�¯ ²�¯ ² ù ³ °
Ü ¹ « Ù · Ö Ñ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © Õ ½ ç Ó á ¸ º ¹ · ¸ ¹ ºÏ« ¹ · Þ ª Ù ¹Ïæ · © Þ ª Ü ¹ ·
© · ª Ò ª ¸�Ö ½ Ð ® ® ° ²
Õ ¸ º É × ä
Ö Ñ ¾ ½ ç É Â Â
Ù ¨ ¶ ¸ Ò ¹ Ü�Öú· Þ µ Å á À ¯ Ñ ¾ ½ ç ¯ Ñ Á ° ² ² ² ³ ² ° è
« © ê · Ù ¹�Ö Â á Ë Á
æ ¹ · « © ¸�Ö Ñ ¾ ½ çÝç Ø © × ¶ Ø á Ë É ½ Ü · ¹ « « ª ¸ Ò
¶ Ü Ü · ¹ « «�ÖöÑ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © Õ ½ ç
¶ Ü Ü · ¹ « «�Ö Æ ¶ ä�· ¹ ê º ¨ ¹ · Ð º · ¶ « « ¹Ï³
¶ Ü Ü · ¹ « «�ÖöÑ É Î ² ± ² ÎÝÅ ê ¹ · ¸ × ¹ · Ò
¶ Ü Ü · ¹ « «�Ö ç ¹ · Õ ¶ ¸ ä
æ ¨ © ¸ ¹�Ö ô ± ÎÝÎ ³ ³­¬ å Î ² Î å ´ ¬¹ É Õ ¶ ª Ø�Ö · ª æ ¹�¯ Ü º ª æ µ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹
¸ ª Ù É ¨ Ü Ø�ÖöÑ ¾ á Ë É Â á Ë Á
Õ ¸ º É × ä
Ö Ñ ¾ ½ ç É Å á À
Ù ¨ ¶ ¸ Ò ¹ Ü�Öú· ª æ ¹�¯ Ü º ª æ µ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹Ý° ² ² ° ² è ³ è
« © ê · Ù ¹�Ö Â á Ë Á
æ ¹ · « © ¸�Ö Ð ¹ Ù ê · ª º ä ¾ ¹ ¶ Õ
¶ Ü Ü · ¹ « «�ÖöÑ ¹ ê º « Ù ¨ ¹ ¾ ¹ Ø ¹ Ú © Õ ½ ç
¶ Ü Ü · ¹ « «�Ö ¾ ¹ Ù ¨ ¸ ª Ú ¸ ª ¹ Ü ¹ · Ø ¶ « « ê ¸ Ò Ð Ù ¨ § ¶ ¹ × ª « Ù ¨ à ¶ Ø Ø
¶ Ü Ü · ¹ « «�ÖöÑ É å Î ² è ² Ô Ø Õ
¶ Ü Ü · ¹ « «�Ö ç ¹ · Õ ¶ ¸ ä
æ ¨ © ¸ ¹�Ö ô ± ÎÏè ® ³Ý³ ² ²Ïå ± ² ´ ´ã ¶ Í É ¸ ©�Ö ô ± ÎÏè ® ³Ý³ ² ²Ïå ± ³ ´ ²¹ É Õ ¶ ª Ø�Ö ¶ × ê « ¹ µ º É ª æ ¸ ¹ º�¯ Ü ¹
¸ ª Ù É ¨ Ü Ø�Ö Ð ¾ ´ ® ´ Î É Â á Ë Á
¸ © º ª ã ä
Ö ¶ ê ã º · ¶ Ò µ ¸ ª Ù�¯ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹
¸ © º ª ã ä
Ö Ü × Ü µ ¸ ª Ù�¯ Ü º ¶ Ò�¯ Ü ¹
Õ ¸ º É × ä
Ö Ñ ¾ ½ ç É Å á À
Ù ¨ ¶ ¸ Ò ¹ Ü�Öö¶ ê ã º · ¶ Ò µ ¸ ª Ù�¯ º ¹ Ø ¹ Ú © Õ
¯ Ü ¹Ý° ² ² ³ ² ® ° ³
« © ê · Ù ¹�Ö Â á Ë Á
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Summary and defensive recommendations.

There is evidence spotty IDS sensor coverage along with either a clock
synchronization problem or network congestion between the sensors and log
server. Code Red and Nimda, despite the availablity of patches, still runs
rampant generating a significant number of alerts.   SubSeven also appears to
be a problem, but to a lesser degree.  

Improvements to the University security posture and Intrusion Detection Systems
can be made by implementing the following:

Tune IDS rules to reduce alert volume and false positives.    Review sensor
placement and ensure times are synchronized.

Review these hosts for compromise or TOS violations:

MY.NET.151.77 / MY.NET.150.83 (515 connects) 
MY.NET.153.197 (top talker to external and CGINull, etc)
MY.NET.153.153  /  MY.NET.88.186   (Watch List 222)
MY.NET.153.45 / MY.NET.153.46  (TFTP / NTP targets)
MY.NET.151.125 / MY.NET.153.211   (NTP exploit targets)
MY.NET.151.246 / MY.NET.88.155   (NTP exploit targets)
MY.NET.150.143 / MY.NET.153.164 (P2P abusers)
The 154 sources within MY.NET from the Unicode sources report
The 32 sources within MY.NET from the CGINull sources report
The following suspected sub−seven infected hosts

MY.NET.5.83 MY.NET.70.229 MY.NET.5.29
MY.NET.191.20 MY.NET.185.28 MY.NET.5.50
MY.NET.5.44 MY.NET.5.42 MY.NET.5.55

Change SNMP community strings to something other than ’public’ 

Block TFTP at border routers, check targets for compromise 

Consider blocking ntp from external sources, except for trusted hosts.  Ensure
ntp servers are fully patched.

Finally, Terms of Service agreements and Acceptable Use Policies deterring the
abuse of P2P protocols should also be reviewed and communicated to
University network users.
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The analysis process 

After downloading and uncompressing the five days of files, I concatenated each
type into a single file (alert.all, scans.all, oos.all) for the time period.

It became obvious very early on that a standard tool in my box, SnortSnarf,
would not help with these volumes of data.  The complete alert file for the five
days amounted to 228Mb, causing SnortSnarf to consume all  memory and swap
space after just 20 minutes of processing.  Running against just the first day’s file
(45Mb) resulted in over 14 hours of thrashing before the process was stopped.
Later reading of other GCIA papers shows this to be a common problem.

The proper course of action would normally be to setup a database, but in the
interest of time, I relied on GNU/Linux tools such as shell scripting, grep, awk,
etc.    The decision to follow this path was was easy to make as I already had
several test awk scripts to process alert and portscan files. These scripts
required only a small amount of tweaking to help with this project.  The source
for the scripts is listed in Appendix 1.

There are six primary scripts:

alert_summary−no−portscan
alert_sources
alert_targets
alert_talkers
top_talkers
top_scanners

Each script was written to accept a filename on the command line.  This allows
the scripts to be reused and process alerts for different data sets.

Processing alerts

The first step involved using the alert_summary−no−portscan script to produce a
report from the alert.all file showing  the total number of (non−portscan) alerts
and the number for each unique alert. This resulted in 82 unique alerts from
1049957 overall.

$ ./alert_summary−no−portscan > ./alert.report−no−portscan

Then each alert selected for review was grep’d into it’s own file for processing by
the alert_sources and alert_targets scripts.
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$ grep ’alert string’ ./alert.all > ./alert.{ID}
$ ./alert_sources ./alert.{ID} > ./{ID}.sources
$ ./alert_targets ./alert.{ID} > ./{ID}.targets

The top_talkers script produces a list of unique source and destination pairs,
along with totals for each.

$ ./top_talkers ./alert.{ID} > ./{ID}.talkers

This reduced the massive volume of data to a much more manageable amount
in the following report files:

º�° ©�£ ¤
¯ ¸ ·�¸ º�° ©�£ ¤
¯ ã Â�Ä Å ¢ º�° ©�£ ¤
¯ Ñ ã Ç�Ä º�° ©�£ ¤
¯ Æ ¡ ½ ¾ ¢ §�© º�° ©�£ ¤
¯ ç ¼ ¥ ¬ ¬ ¬
º�° ©�£ ¤
¯ Ã é�Ï ã Ú ° ° º�° ©�£ ¤
¯ Ñ Ç Ù º�° ©�£ ¤
¯ Â ß Â�Ä º�° ©�£ ¤
¯ ç ¼ ¥ ¬ ¬ ª º�° ©�£ ¤
¯ ¤�£ ¢ ï º�¡

¸ ·�¸�¯   ¢�Ú�£ ¾ ©   ã Â�Ä Å ¢ ¯   ¢�Ú�£ ¾ ©  ìÑ ã Ç�Ä ¯   ¢�Ú�£ ¾ ©   Æ ¡ ½ ¾ ¢ §�©�¯   ¢�Ú�£ ¾ ©  èç ¼ ¥ ¬ ¬ ¬�¯   ¢�Ú�£ ¾ ©  
¸ ·�¸�¯ ¤ º�°�Í ©�£   ã Â�Ä Å ¢ ¯ ¤ º�°�Í ©�£  ìÑ ã Ç�Ä ¯ ¤ º�°�Í ©�£   Æ ¡ ½ ¾ ¢ §�©�¯ ¤ º�°�Í ©�£  èç ¼ ¥ ¬ ¬ ¬�¯ ¤ º�°�Í ©�£  
¸ ·�¸�¯ ¤ º�£ ±�© ¤�  ã Â�Ä Å ¢ ¯ ¤ º�£ ±�© ¤� ìÑ ã Ç�Ä ¯ ¤ º�£ ±�© ¤�  Æ ¡ ½ ¾ ¢ §�©�¯ ¤ º�£ ±�© ¤� èç ¼ ¥ ¬ ¬ ¬�¯ ¤ º�£ ±�© ¤� 
Ã é�Ï ã Ú ° °�¯   ¢�Ú�£ ¾ ©  ìÑ Ç Ù�¯   ¢�Ú�£ ¾ ©   Â ß Â�Ä ¯   ¢�Ú�£ ¾ ©  èç ¼ ¥ ¬ ¬ ª
¯   ¢�Ú�£ ¾ ©   ¤�£ ¢ ï º�¡�¯   ¢�Ú�£ ¾ ©  
Ã é�Ï ã Ú ° °�¯ ¤ º�°�Í ©�£  ìÑ Ç Ù�¯ ¤ º�°�Í ©�£   Â ß Â�Ä ¯ ¤ º�°�Í ©�£  èç ¼ ¥ ¬ ¬ ª
¯ ¤ º�°�Í ©�£   ¤�£ ¢ ï º�¡�¯ ¤ º�°�Í ©�£  
Ã é�Ï ã Ú ° °�¯ ¤ º�£ ±�© ¤� ìÑ Ç Ù�¯ ¤ º�£ ±�© ¤�  Â ß Â�Ä ¯ ¤ º�£ ±�© ¤� èç ¼ ¥ ¬ ¬ ª
¯ ¤ º�£ ±�© ¤�  ¤�£ ¢ ï º�¡�¯ ¤ º�£ ±�© ¤� 

Processing scans

The top_scanners script was used to produce the list of top ten scanning hosts
overall and the top ten external to MY.NET.

$ ./top_scanners ./scans.all > scanner.report
$ head −13 scanner.report 
$ grep −v MY.NET scanner.report | head −13

Processing out−of−spec packets

Because there were only 60 out−of−spec packets, I decided against writing
scripts to process the data.    Using egrep to display just the address and flag
lines in the oos.all file reveals a majority of packets use the ECN flags (see
sample packets below).  

ª ¶ Á�ª�¬�¥ · ·�Ý · ×�Ý ¶�¹�¯ Þ ª�Þ ´ ´ ´�¬ · ×�¯ ¹ ´�¯ ¬ ·�¯ ¬ · ª
Ý ¸ ·�Þ ª�¹µ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�Þ�Ý ´�Þ ¶�´
¬ · Ñ Ò Ò Ò Ò Ò�Ñ © æ
Ý�ª á Å ª�ß «�ß ß Ù × à ¾�Í�Ý�ª á ªùç�½�¡�Ý�ª á�· ´ Å ª
ª ¶ Á�ª�¬�¥ · ·�Ý ¶�Þ�Ý ¸ ×�¯ ¸ ¹ ¶�¹ ¬ ×�¬ ¶
¯ ¬�Þ ¬�¯ · ¶ ª
¯ · ´�Ý ¶ ª�Þ�¸ ¸,¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�Þ�Ý ´�Þ ¶�´
¬ · Ñ Ò Ò Ò Ò Ò�Ñ © æ
Ý�ª á ¶ ¶ à à ¬ · ¹ ¶ à ¾�Í�Ý�ª á ªùç�½�¡�Ý�ª á�· ´ Å ª
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This is a fairly recent addition to the Linux networking support and is responsible
for many IDS false alarms.  Most of these ECN packets also bear the passive
fingerprint of Linux (window size of 0x16D0, MSS, timestamp, SackOK). 

Ignoring the ’21S’ (ECN/SYN) packets left only 18 to be reviewed.

Administrivia

The analysis workstation is a dual proc Pentium II/400 with 256Mb RAM and
multiple SCSI disks.  The system is running Mandrake 7.1 ( 2.2.15−4mdksmp
kernel).   Work in progress is rsync’d to another server daily , then occasionally
burned to CD−ROM.

Besides the standard GNU utilities the following are part of the toolbox:

Snort Version 1.8.7 (Build 128)
SnortSnarf version 020516.1
Snort Report 1.11
alert2db.pl   v1.0
acid  0.9.6b13
tcpdump version 3.4
ethereal  0.9.5
tcpreplay 1.1

This report was produced with StarOffice 5.2, printed to a PostScript file and
converted to PDF with ps2pdf to meet the GIAC publishing standard
requirement.  The resulting document was tested for proper formatting and
layout using kghostview under Linux and Adobe ACROREAD under Windows 95
& 2000.
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GCIA Practical V3.1 − Appendix 1 source code for scripts

top_attackers −− from detect #1
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alert_summary−no−portscan −− from Analyze This Z
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alert_sources −− from Analyze This!
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alert_targets −− from Analyze This!
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top_talkers −− from Analyze This Z
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c�²�­
� Ç ä Ñ Ñ à é�ä Ñ�¥�  ¢�£ ¤¦¥ ¡�£
¥ Í ·

NOTE:  For the some detects, it was advantageous to view the top talkers
including the source & destination port numbers.   This report was produced
by simply expanding the output format strings, and commenting out the lines
removing the ports from the top_talkers script:
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top_scanners −− from Analyze This!

a Ô Á�î ½�¡ Á�  ³aa Ä £ ½�¡ ¤� ,¤�³ ©,¤ ¢�»�  ¾ º�¡ ¡ ©�£  a
½ È * � a Àµª�+ ÷�¤�³ ©�¡

Ç ä Ñ Ñ à é�ä Ñ À�¯ Á�  ¾ º�¡  �¯ º�° °
© °   ©

Ç ä Ñ Ñ à é�ä Ñ À�� ·
È ½
½ È Ô * ¥ È � Ç ä Ñ Ñ à é�ä Ñx+ ÷�¤�³ ©�¡

© ¾ ³ ¢¦Î � Ç ä Ñ Ñ à é�ä Ñ È ½ ° ©�½  µ¡ ¢ ¤ È ¢�Ú�¡ §�Ô Î
© á�½ ¤µ·

È ½

© ¾ ³ ¢¦Î Æ   ½�¡ ±¦� Ç ä Ñ Ñ à é�ä Ñ�Î
Ñ Â à�Ë Â À���Ø ³ © º §¦¥ ¶¦� Ç ä Ñ Ñ à é�ä Ñ�¥�¤ º�½ °µ¥ ·�¥�º Ì�Íð² b »�£ ½�¡ ¤¦� ·�Ü�� ¬�Ü�� Þ c�² Û
ä ã Å À���Ø ¤ º�½ °µ¥ ·µ� Ç ä Ñ Ñ à é�ä Ñ�¥�º Ì�Íð² b »�£ ½�¡ ¤¦� ·�Ü�� ¬�Ü�� Þ c�² Û
© ¾ ³ ¢¦Î Ë © » ¢�£ ¤ È £ ¢ Ê¦� Ñ Â à�Ë Â ¤�³�£ Úµ� ä ã Å Î
© ¾ ³ ¢¦Î à ¤ ¤ º�¾�Í ©�£ Â�å Â à�¼   ¾ º�¡  �Î

aa
º Ì�Íð² Á�¥ Ó Á�­b
È Ê ¤�  ¤�£FÀÉÎ d�¥ ·�¸  kd�· ª�  ­�¡ Î�÷
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À¦  Ú î   ¤�£ Ø � ¶
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Ü Î�Ý Î Û�¥ · Û
÷

º ¤ ¤ º�¾�Í ©�£ *  �£ ¾ ½ » +�÷
¤ ¢ ¤ º�° *  �£ ¾ ½ » +
ó ó�÷c
ä ã Å b
È ¢�£�Ø  �£ ¾ ½ »�½�¡
º ¤ ¤ º�¾�Í ©�£ ÛAb
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÷c
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� Ç ä Ñ Ñ à é�ä Ñ�¥�  ¢�£ ¤¦¥ ¡�£
¥ Í ¬
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GCIA Practical V3.1 − Appendix 2 Linux ipchains syslog entry

An earlier version of this Linux ipchains syslog breakdown was posted by the
author here:  

http://lists.leap−cf.org/pipermail/leaplist/2001−August/014126.html

This example is the first syslog entry in detect #1.

NOTE:  ipchains normally places the TCP or UDP source and destination ports following the
addresses.  However, because ICMP is port−less, these fields are used for the ICMP type
and code.

� ���<����;
� �
1�� ��1=	 6 � � >?"�@ @�$ ��� ����@ ��( "�# $ � �-@ ��A
��6 ����� �-%�B C�DE�������F( ��.�'
.=G=1
��1�2�3 ����3 2���3 2�;
�  �H-D�3 C�B '�3 ���� �3 �� �� �F/ G0 ���&�G-��I����F+ G-�FJ G-��I���������'�G?��1�K L�����M
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z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z'z
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y+t's'� v ��}�u�� y+t's'� v	�fq'}��'y+t
w+��� � ~'u+t�y'u'~�v�}�uHs��+q � u�v
s's's � o�t�y+t v+u�x � �+q�u�� s's's �	�+�
��� ���+�+��� ��}�uHs��+q � u�v��'l�u'~|���'����� p�x u+s� u�v�q � s�x o'v'o�q o+n+l��
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�  �+t�~Hq���r+u � x o'r|v�}�y+l|l o���x q�u|���A�'~'~�x u+l'l

��}�u|���'����v'm�s�u|y+l���� u+q'} o+�
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GCIA Practical V3.1 − Appendix 3 tcpdump entry

This example breaks down the first tcpdump entry in detect #3.  Refer to the
tcpdump man page for more details on other packet types.

-�.0/ - 12/ .�1 � 8�8�8 6 -
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-�.0/ - 12/ .�1 � 8�8�8 6 -
8 d9�B�9���
	��
��%
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8 dy� �9	 �������9���9���
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	B	 �9\ � @ �$^ � � ��­
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GCIA Practical V3.1 − Appendix 4 − selected detect reports

This appendix provides additional supporting data where the reports would be
too lengthy to place in line with the ’Analyze this!’ detect commentary.

connect to 515 from inside

�,¾ º ¤É¸ ·�¸�¯ ¤ º�°�Í ©�£  
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ ¸ ·�¸
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª�×�Ý Þ Þ�Ý ¬ ´�¯ ª ª�¸ Þ ¶�¹,¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý ¸ ¹�Ý ¸ ×�¯ ´ × « ¹ ´ ¹
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ © Å ©   ¤�½�¡ º ¤�½ ¢�¡
¬ ¹ ¹ × ·�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ «�Þí¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ × ×
× ¶�« ¹�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ × · ª ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ « · ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ´ ¶�¸ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¹ · ¬ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ·�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
« ¹ × « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
« ¬ ´�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ · « ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¸ ¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¸ ·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ × × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ «�Þ
¶�¬ ¹ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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¶�· ´ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ «�Þ « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ «�Þ Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ × · · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ ¶ ¶�´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ · · ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ « ´�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ « ¶�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ´ ´ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ´�Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬�¸ · ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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¬ ¶�¸ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ·�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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¬�Þ ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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¬ ¬ × · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¹ ¬ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
·�¸ · « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�× ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�«ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�Þ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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· · « « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· · × ´ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· · ¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· · ª�· Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ª�« · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
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¯ · ¹ «
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¯ · ¹ «
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¯ · ¹ «
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× ¹ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× « ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶�´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× × × Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ · ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× ´ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
×�¸ ¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
×�¸ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
×�Þ�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× ¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · «�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× · × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ ¹�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ × ´ Ç â ¯ ã�ä Â ¯ « «�¯ · ¶�« ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ ´�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ ¶�« Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ ¬ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
´ ª ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ «�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ « ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ ´�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ ¸ · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ Þ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ ¬ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ · · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ · · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · «�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ ª ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ ª ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¹ · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬�¸ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�× ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ × · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�× ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�×�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬�¸ ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¸ « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
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¶�¸ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¸ Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¸ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ×�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶ ¶�« Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ×�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�Þ « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�Þ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�· ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶ ª�« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶ ª�× Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ « ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ�¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ Þ × Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ Þ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ Þ ¬ Ç â ¯ ã�ä Â ¯ · ´ «�¯ · ¶�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ ¬ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ ¬ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ · ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ · ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ¹ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ « · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ × ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ × « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ × ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬�¸ ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬�¸ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬�¸ ¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬�¸ Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ¶�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ¶ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬�Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ · × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¹ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ ª�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· « « Ç â ¯ ã�ä Â ¯ · ´ «�¯ · ¶�·ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· « × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· « ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· « · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¶�· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · «�¸õ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
·�Þ Þ Ç â ¯ ã�ä Â ¯ · ´ «�¯ ·�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¬ ´ Ç â ¯ ã�ä Â ¯ « «�¯ ·�¸ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¬ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
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¹ · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�«ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¹ · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ · ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
« × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
« ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
«�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ×ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « «ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¸ Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¶�¹ Ç â ¯ ã�ä Â ¯ · ´ «�¯ · · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ×�Þì¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
Þ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶ ¶ô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ¹ Ç â ¯ ã�ä Â ¯ · ´ «�¯ · × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· « Ç â ¯ ã�ä Â ¯ · ´ ¹�¯ ¬ ¶�´ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ´ Ç â ¯ ã�ä Â ¯ · ¶�¹�¯ ·�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¯ ´�Þ
· ¶ Ç â ¯ ã�ä Â ¯ · ´ «�¯ · ¶�¬ö¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ªô¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
× Ç â ¯ ã�ä Â ¯ · ¶�¹�¯ · ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¯ ´�Þ
¬ Ç â ¯ ã�ä Â ¯ · ¶�¹�¯ ¬ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¯ ´�Þ
· Ç â ¯ ã�ä Â ¯ ·�¯ ´�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ¸�¯ Þ�¸

À À À À À À À À¦´�Þ ´ ª�Þ « Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À À¦· ´�Þ Æ ¡ ½ æ�Ú ©,¤ º�°�Í ©�£  

SNMP public access sources  (report wrapped to two columns)

�,¾ º ¤µÑ ã Ç�Ä ¯   ¢�Ú�£ ¾ ©  
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ Ñ ã Ç�Ä
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª ª
Ý ª�·�Ý · ¶
¯ ¸ · ¶ ª�·�¸
¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý ¸ ´�Ý Þ ·�¯ ¶�Þ × ´ × ¹
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ ©
· ¬�Þ Þ Þ Ç â ¯ ã�ä Â ¯ × ª
¯ · × ×
¹ × ·�Þ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ª�Þ
¹ ´ ¬ ¶ Ç â ¯ ã�ä Â ¯ « «�¯ · « ·
¹�¸ ¹ ´ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ª�×
¹�¸ « · Ç â ¯ ã�ä Â ¯ « «�¯ · ¶�¸
¹�¸ ¬ ¶ Ç â ¯ ã�ä Â ¯ « «�¯ ·�¸ ¹
¹ · ¹ × Ç â ¯ ã�ä Â ¯ « «�¯ ·�Þ ´
¸ ¸ ¹ ´ Ç â ¯ ã�ä Â ¯ « «�¯ ¬�¸ ·
¸ ª�¹ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ «
¬ × × ¬ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ · ¬
¬ ¬�Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ¬ ª

¬ ª ª ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�·
· · « ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¶�¸
· ª�¹ · Ç â ¯ ã�ä Â ¯ « «�¯ · «�¸
· ª�Þ · Ç â ¯ ã�ä Â ¯ « «�¯ ·�Þ «
· ª ª�« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·
¸ Þ ¬ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ¬�¸
¬ ¹ ª Ç â ¯ ã�ä Â ¯ · « ´�¯ · ª
· ¬ ¬ Ç â ¯ ã�ä Â ¯ × ª
¯ ¶�¬
¬ ¬ Ç â ¯ ã�ä Â ¯ · «�Þ�¯ · ·
¬ · Ç â ¯ ã�ä Â ¯ · · ·�¯ Þ ª
· « Ç â ¯ ã�ä Â ¯ · ´�¸�¯ ¬ ª
´ Ç â ¯ ã�ä Â ¯ × ·�¯ « ×
Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · · ¶
· Ç â ¯ ã�ä Â ¯ ´�¯ ¸ ·

À À À À À À À À¦¹ ¬�¸ ¹�¸ Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À À¦¬�¸ Æ ¡ ½ æ�Ú ©�  ¢�Ú�£ ¾ ©  
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SNMP public access targets   (report wrapped to two columns)

�,¾ º ¤µÑ ã Ç�Ä ¯ ¤ º�£ ±�© ¤� 
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ Ñ ã Ç�Ä
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª ª
Ý ª�·�Ý · ¶
¯ ¸ · ¶ ª�·�¸
¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý ¸ ´�Ý Þ ·�¯ ¶�Þ × ´ × ¹
Ã ¢�Ú�¡ ¤ Â º�£ ±�© ¤
´�¸ ´ · ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸
¸ ¶ ¶�· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ª�¹
¬�¸ ¸ Þ Ç â ¯ ã�ä Â ¯ ¸�¯ · ¬ ×
¬�Þ ¬�¸ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ×
¬ ¬ ª�¹ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ´
· ´�Þ × Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ « ¶
· ´ ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ · · ¶
· ¶�« ¬ Ç â ¯ ã�ä Â ¯ · ·�Þ�¯ ¬ ª�¬
· ª ¶�¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬�Þ ·
· ª�· ´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�×
¹ · « Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ¬
«�Þ ¹ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹�¸
× × « Ç â ¯ ã�ä Â ¯ ¸�¯ «�Þ
¶�¹�¸ Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ¶�«
¶�·�¸ Ç â ¯ ã�ä Â ¯ ¸�¯ ·�Þ ×
Þ ¹ « Ç â ¯ ã�ä Â ¯ ¸�¯ · ¶�Þ
Þ ¹ ª Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ¶�Þ
Þ ¬ ¹ Ç â ¯ ã�ä Â ¯ ¸�¯ Þ ·
Þ ¬ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ¹
· ¹ ´ Ç â ¯ ã�ä Â ¯ ¸�¯ · ¶�·
× ¶ Ç â ¯ ã�ä Â ¯ · ª ¶
¯ ¬ ª ª
¶�´ Ç â ¯ ã�ä Â ¯ ¸�¯ × ¹
¶�Þ Ç â ¯ ã�ä Â ¯ ¸�¯ · ¬ «
¶ ª Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ « ´
Þ « Ç â ¯ ã�ä Â ¯ « «�¯ · « ×
Þ ´ Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ª
Þ Þ Ç â ¯ ã�ä Â ¯ ¸�¯ « ×
Þ ¬ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ · ×
Þ ª Ç â ¯ ã�ä Â ¯ ¸�¯ «�¸
¬ ¹ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ª
¬ ¹ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª ¶
¬ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶
¬ « Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�¬
¬ « Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�·
¬ ´ Ç â ¯ ã�ä Â ¯ ¸�¯ Þ ¬
¬ ´ Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ª ¶
¬ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ × ×
¬�¸ Ç â ¯ ã�ä Â ¯ « ´�¯ · ¶
¬�¸ Ç â ¯ ã�ä Â ¯ × ·�¯ ¬ ¶
¬�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ ·�Þ «
¬�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ · ¬
¬�¸ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ ¬ ¶�·
¬�¸ Ç â ¯ ã�ä Â ¯ · ¶�¸�¯ ×�¸
¬�¸ Ç â ¯ ã�ä Â ¯ · ¶�Þ�¯ ¬ ¶�¸

¬�¸ Ç â ¯ ã�ä Â ¯ ·�Þ «�¯ ¬�Þ ª
¬�¸ Ç â ¯ ã�ä Â ¯ ·�Þ «�¯ ¬ ª�¸
¬�¸ Ç â ¯ ã�ä Â ¯ · · ´�¯ × ª
¬�¸ Ç â ¯ ã�ä Â ¯ · ª�´�¯ ¬ ª�¸
¬�¸ Ç â ¯ ã�ä Â ¯ · ª�´�¯ ¬ ª�¬
¬�¸ Ç â ¯ ã�ä Â ¯ · ª�´�¯ ¬ ª ª
¬�¸ Ç â ¯ ã�ä Â ¯ · ª�´�¯ · ¹�¸
¬�¸ Ç â ¯ ã�ä Â ¯ · ª ¶
¯ ¬ ª�«
¬�¸ Ç â ¯ ã�ä Â ¯ · ª ª
¯ Þ ¹
¬ ¶ Ç â ¯ ã�ä Â ¯ « ´�¯ ´
¬ ¶ Ç â ¯ ã�ä Â ¯ « ´�¯ ·�Þ
¬ ¶ Ç â ¯ ã�ä Â ¯ × ·�¯ · ´
¬ ¶ Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ¶�¬
¬ ¶ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�«
¬ ¶ Ç â ¯ ã�ä Â ¯ · ¹ ª
¯ ·�Þ
¬ ¶ Ç â ¯ ã�ä Â ¯ · « ¬�¯ ¬ ¶�´
¬ ¶ Ç â ¯ ã�ä Â ¯ · × «�¯ · « ¹
¬ ¶ Ç â ¯ ã�ä Â ¯ · × «�¯ · ª�×
¬ ¶ Ç â ¯ ã�ä Â ¯ · ´ ª
¯ · ¶�«
¬ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ ¸ ¬
¬ ¶ Ç â ¯ ã�ä Â ¯ ·�Þ «�¯ ¬ ¬ «
¬ ¶ Ç â ¯ ã�ä Â ¯ ·�Þ «�¯ ¬ ·�¸
¬ ¶ Ç â ¯ ã�ä Â ¯ ·�Þ «�¯ ¬ · ¶
¬ ¶ Ç â ¯ ã�ä Â ¯ · ª�×�¯ Þ ×
¬ ¶ Ç â ¯ ã�ä Â ¯ · ª�´�¯ ¬ · ª
¬ ¶ Ç â ¯ ã�ä Â ¯ · ª�´�¯ ¬ ª�´
¬ ¶ Ç â ¯ ã�ä Â ¯ · ª�´�¯ · ¹ ¹
¬�Þ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�×
¬�Þ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�Þ
¬�Þ Ç â ¯ ã�ä Â ¯ · × ×�¯ Þ «
¬�Þ Ç â ¯ ã�ä Â ¯ · ´ ª
¯ · · «
¬ ¬ Ç â ¯ ã�ä Â ¯ « ´�¯ «
¬ · Ç â ¯ ã�ä Â ¯ ¸�¯ · · ª
¬ · Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�¸
¬ ª Ç â ¯ ã�ä Â ¯ ¹ ¹�¯ · ¬ ·
¬ ª Ç â ¯ ã�ä Â ¯ · ¶�¸�¯ · ª ª
¬ ª Ç â ¯ ã�ä Â ¯ · ª�«�¯ ¬ ¶�´
¬ ª Ç â ¯ ã�ä Â ¯ · ª ¶
¯ ¬ ª�´
¬ ª Ç â ¯ ã�ä Â ¯ · ª ¶
¯ · · ¹
· × Ç â ¯ ã�ä Â ¯ « ×�¯ ¬ ·�¸
· × Ç â ¯ ã�ä Â ¯ « ´�¯ ¹
· × Ç â ¯ ã�ä Â ¯ · × «�¯ · «�Þ
·�¸ Ç â ¯ ã�ä Â ¯ « ×�¯ ¬ · «
·�¸ Ç â ¯ ã�ä Â ¯ « ´�¯ ¸ ¸
·�¸ Ç â ¯ ã�ä Â ¯ « ´�¯ · «
·�¸ Ç â ¯ ã�ä Â ¯ « ´�¯ · ª
·�¸ Ç â ¯ ã�ä Â ¯ × ª
¯ ×�¸
·�¸ Ç â ¯ ã�ä Â ¯ ¸ Þ�¯ ¬ ¬ ¹
·�¸ Ç â ¯ ã�ä Â ¯ ¸ Þ�¯ ¬ ¬ «
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·�¸ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�¹
·�¸ Ç â ¯ ã�ä Â ¯ · × «�¯ ·�Þ ·
·�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ ¸ ´
·�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ ¶ ¶
·�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ ¶�Þ
·�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ ¶�¬
·�¸ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ · ª�«
·�¸ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ ¬ ¶�¬
·�¸ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ · ¬�Þ
·�¸ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ · ª�¹
·�¸ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ · ª ¶
·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ´�¯ ¬ ¹
·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ´�¯ · ¬�Þ
·�¸ Ç â ¯ ã�ä Â ¯ ·�Þ ¹�¯ ¬ ´
·�¸ Ç â ¯ ã�ä Â ¯ ·�Þ ª
¯ · « ¬
·�¸ Ç â ¯ ã�ä Â ¯ ·�Þ ª
¯ · « ·
·�¸ Ç â ¯ ã�ä Â ¯ · · ´�¯ « ·
·�¸ Ç â ¯ ã�ä Â ¯ · ª�¹�¯ ×�Þ
·�¸ Ç â ¯ ã�ä Â ¯ · ª�¹�¯ × ¬
·�¸ Ç â ¯ ã�ä Â ¯ · ª�¹�¯ ¸ ·
·�¸ Ç â ¯ ã�ä Â ¯ · ª ¶
¯ · ¬ «
·�¸ Ç â ¯ ã�ä Â ¯ · ª ¶
¯ · · ¶
·�¸ Ç â ¯ ã�ä Â ¯ · ª
¯ · «�Þ
· ¶ Ç â ¯ ã�ä Â ¯ « ×�¯ ¬ · ¶
· ¶ Ç â ¯ ã�ä Â ¯ « ´�¯ Þ ¹
· ¶ Ç â ¯ ã�ä Â ¯ « ´�¯ · ×
· ¶ Ç â ¯ ã�ä Â ¯ «�¸�¯ ¶ ª
· ¶ Ç â ¯ ã�ä Â ¯ × ª
¯ «�¸
· ¶ Ç â ¯ ã�ä Â ¯ × ª
¯ · ¶
· ¶ Ç â ¯ ã�ä Â ¯ · × «�¯ ·�Þ ¹
· ¶ Ç â ¯ ã�ä Â ¯ · × «�¯ · ª�¹
· ¶ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ Þ ·

· ¶ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ Þ ª
· ¶ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ ¬ ª�Þ
· ¶ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ · ×�¸
· ¶ Ç â ¯ ã�ä Â ¯ · ·�¸�¯ · ¬
· ¶ Ç â ¯ ã�ä Â ¯ · · ·�¯ ·�¸ ¬
· ¶ Ç â ¯ ã�ä Â ¯ · ª
¯ · × ¹
·�Þ Ç â ¯ ã�ä Â ¯ × ª
¯ · × ª
·�Þ Ç â ¯ ã�ä Â ¯ · «�¸�¯ « ¶
·�Þ Ç â ¯ ã�ä Â ¯ · ´�Þ�¯ · ·
·�Þ Ç â ¯ ã�ä Â ¯ · ·�¸�¯ · ´�Þ
· ¬ Ç â ¯ ã�ä Â ¯ «�¸�¯ ¬�¸
· ¬ Ç â ¯ ã�ä Â ¯ · ´ ¬�¯ ¬ ¶ ª
· · Ç â ¯ ã�ä Â ¯ « ´�¯ ¬ ·
· · Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¸ ¶
· · Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · × «
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¶�Þ
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · × ·
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ´ ¹
¹ Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ¶ ª
¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · × ¬
« Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · × ª
× Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¸ ·
´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¸ ¸
¸ Ç â ¯ ã�ä Â ¯ · · ª
¯ × ¹
¶ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ¹
Þ Ç â ¯ ã�ä Â ¯ ¸�¯ Þ «
Þ Ç â ¯ ã�ä Â ¯ ¸�¯ · ª�´
Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¸ ¬
· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ª

À À À À À À À À¦¹ ¬�¸ ¹�¸ Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À À¦·�¸ ¶ Æ ¡ ½ æ�Ú ©,¤ º�£ ±�© ¤� 

IIS Unicode attack

�,¾ º ¤ Æ ¡ ½ ¾ ¢ §�©�¯ ¤ º�£ ±�© ¤� 
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ Æ ¡ ½ ¾ ¢ §�©
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª�·�Ý ¸ ¶
Ý ¸ ×�¯ « ´ ª�´ ¬ «,¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ¬�Þ�Ý · ´�Ý ·�¸�¯ ´ ª�Þ ¹ ´ ´
Ã ¢�Ú�¡ ¤ Â º�£ ±�© ¤
*  �¡ ½ » +
À À À À À À À À¦« ´�¸ « × Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À À¦· ª�· × Æ ¡ ½ æ�Ú ©,¤ º�£ ±�© ¤� 
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This report shows the Unicode targets within MY.NET (32 total).

�
±�£ © » ² Ç â ¯ ã�ä Â ² Æ ¡ ½ ¾ ¢ §�©�¯ ¤ º�£ ±�© ¤� �¥
Ì�¾µ¥ °

Þ ¬
�
±�£ © » ² Ç â ¯ ã�ä Â ² Æ ¡ ½ ¾ ¢ §�©�¯ ¤ º�£ ±�© ¤� 
¸ Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹�¸
¬ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ «�Þ
¬ « Ç â ¯ ã�ä Â ¯ « «�¯ · « ×
¬�¸ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ · ×
¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ª�·
¬ · Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ
· « Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬�Þ ·
· ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¹
· ´ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ · · ¶
· ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ´�Þ
·�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ «
· ª Ç â ¯ ã�ä Â ¯ ¸�¯ × ¹
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�×
¹ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ × ×

¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ´
« Ç â ¯ ã�ä Â ¯ ¸�¯ ¹�¸
« Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¶�´
« Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
× Ç â ¯ ã�ä Â ¯ ¸�¯ ¬ ¶�Þ
× Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¶�Þ
´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ª�×
¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ¬ ª
Þ Ç â ¯ ã�ä Â ¯ « «�¯ ·�¸ ´
¬ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ¬
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ
· Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ´
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ « ¶
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¸ ·
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¹ ×
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ´
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ ¹
· Ç â ¯ ã�ä Â ¯ · ·�¯ ¶

This report shows the Unicode attackers within MY.NET (154 in all).
�
±�£ © » ² Ç â ¯ ã�ä Â ² Æ ¡ ½ ¾ ¢ §�©�¯   ¢�Ú�£ ¾ ©  �¥
Ì�¾µ¥ °
·�¸ ¶

�
±�£ © » ² Ç â ¯ ã�ä Â ² Æ ¡ ½ ¾ ¢ §�©�¯   ¢�Ú�£ ¾ ©  
¶�«�¸ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�´
Þ ¶�Þ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ª
Þ Þ Þ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ¶
Þ ·�Þ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ª
Þ ª�¹ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·
¬ ×�Þ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ¹
¬�¸ ´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¹
¬ ¶ ¶ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ª
¬ ¬ ¶ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�¸
¬ ·�Þ « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¬
¬ ª�¸ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�´
¬ ª ª ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�Þ
· ¹ ´ « Ç â ¯ ã�ä Â ¯ « «�¯ · ¶�«
· ¹ ¬�¸ Ç â ¯ ã�ä Â ¯ « «�¯ ¬�¸ ¶
· × « ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�«
· × × ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ
· × ¶�¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ª
· × · × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ·�Þ
· ´ «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¹
·�¸ ¬ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�·
· ¶�¹ ¶ Ç â ¯ ã�ä Â ¯ « «�¯ · × ·
· ¶�«�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ·
· ¶�´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¬
·�Þ «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ·

·�Þ × × Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ¶�Þ
· ¬ ×�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ´
· ¬ ´�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ
· ¬ · ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
· ¬ ª�× Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ×
· · « « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�×
· ª�¸ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ¶
¹ ¹ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶ ¶
¹ × ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¸
« ´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ´
« ´ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ·�¸
× ¹ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�Þ
× · ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¬
´ ¶�« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬�¸
´ ¶ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·�¸
´ ª�« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹�Þ
¸ «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¹
¸ «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ª
¸ ´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´
¸ ¶�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª ¶
¸ Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ «
¸ ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�´
¶�´ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ¬
¶�¸ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¶
¶�¸ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ¶
¶�¬ « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¹
¶�· ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¹
Þ « « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�¹
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Þ « ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¬
Þ ´ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · ×
Þ ¶�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬�Þ
Þ Þ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ª
Þ ª�¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�«
¬ ¹ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¹
¬ «�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¹ ×
¬ « ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · · «
¬ × × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹�¸
¬ ´�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�¹
¬ ´ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¬
¬�¸ Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¸
¬�¸ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¹
¬ ¶ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶�´
¬�Þ�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ ×�Þ
¬ ¬�Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ·
¬ · ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¹
¬ ·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·
¬ · ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¹
¬ · ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¬
¬ · ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ×
¬ ª�¹ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ª�Þ
¬ ª�× Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¬
· ¹�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ×�¸
· « ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ·
· ´ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ×�¸
· ´ ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�«
· ´�Þ Ç â ¯ ã�ä Â ¯ « «�¯ · ´�¸
· ´�Þ Ç â ¯ ã�ä Â ¯ « «�¯ ·�¸ ·
· ´ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ ×
·�¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ª�×
· ¶ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸
·�Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ · ´
·�Þ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
· ¬ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ´�¸
· ¬ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¬
· ¬ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ´
· ¬ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ×
· ·�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ª
· ª�« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ × ·
· ª ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ª
¹ × Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ · ¶
¹ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · «�Þ
¹�Þ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ · ª
¹ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´�¸
« ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�«
× « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ·
×�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ×
×�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´�Þ
× · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ·
× · Ç â ¯ ã�ä Â ¯ ·�¸ ·�¯ ´ ¶

´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ´
´ « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶ ¶
´ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶ ª
´ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ�¸
´ · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ·
¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¬
¸ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´
¸ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × ¬
¶�¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ ×
¶�« Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬�¸ ¬
¶�« Ç â ¯ ã�ä Â ¯ · ¶�¹�¯ ¬ ×
¶�× Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ª
¶�× Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ×
¶�´ Ç â ¯ ã�ä Â ¯ « «�¯ ¬�¸ ·
Þ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�×
¬ « Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « «
¬ « Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · × «
¬ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ·
¬ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬�Þ ¬
¬ ´ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ´
¬ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¶
¬ · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ «
· ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · «�¸
· ´ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬�¸ ª
· ¬ Ç â ¯ ã�ä Â ¯ « «�¯ · ¶ ª
· ¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ´
· · Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ·
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ª
· ª Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ×�Þ
¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�×
« Ç â ¯ ã�ä Â ¯ « «�¯ ·�Þ ×
« Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¶
« Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�Þ
× Ç â ¯ ã�ä Â ¯ « «�¯ · ¶�¸
´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�Þ ´
´ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ ª
¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¶
¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ª
¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·�Þ
Þ Ç â ¯ ã�ä Â ¯ « «�¯ ¬ ¶�¹
Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¶�¸
Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶�¸
Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶ ¶
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶�¹
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · «�¸
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ «
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¶�¬
· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ×
· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸ ¹
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�¸
· Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ª�×
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CGI Null Byte attack

�,¾ º ¤ Ã é�Ï ã Ú ° °�¯   ¢�Ú�£ ¾ ©  
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ Ã é�Ï ã Ú ° °
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ · ª
Ý ¶ ª
Ý Þ ¹�¯ ª ª�· ·�¸ ¶
¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ · ¶
Ý ¬ ¬�Ý ¶�Þ�¯ « · ´ ¹ ¶ ¶
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ ©
·�¸ « ¬ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ×
« ×�Þ ª Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹�Þ
¶�Þ « ´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¶�¹
¶�¬ × ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�«
¶�·�Þ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ·
¬ ¬ ¬ ¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ
·�Þ ´�¸ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · « ¶
· · ´ ¹ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ·
¹ ¶�´ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ¶
´ ¬ × Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ª
· ¬ ´ Ç â ¯ ã�ä Â ¯ « «�¯ · « ¹
¹ × Ç â ¯ ã�ä Â ¯ ¬ · «�¯ · ¹ ¶
× ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¶�´
´ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¬ ·
´ ¶ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª�´
¶ ¶ Ç â ¯ ã�ä Â ¯ ¬ · «�¯ · « ¬

Þ Þ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ·�¸
Þ ª Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·
· ´�· ¬�¯ ¹ ·�¯ · ´ ·�¯ · ´ ×
·�¸ Ç â ¯ ã�ä Â ¯ ¬ ª ¶
¯ · ª�¬
·�¸ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ·�¸
· ·�¬ ¶
¯ · ´ ¬�¯ «�Þ�¯ ·�Þ ¬
¶ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ª
Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�¸
Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · «�¸
Þ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¶
¬ Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ «
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ´ ¹
¬ Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ª�Þ
· Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ · ·
· Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ¬ ª�´
· Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¬
· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ ¬ ¶�×
· Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · « ·

À À À À À À À Àµ¶ ¶�Þ ª�¸ Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À ÀÉÞ ¶ Æ ¡ ½ æ�Ú ©�  ¢�Ú�£ ¾ ©  

�,¾ º ¤ Ã é�Ï ã Ú ° °�¯ ¤ º�£ ±�© ¤� 
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ Ã é�Ï ã Ú ° °
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ · ª
Ý ¶ ª
Ý Þ ¹�¯ ª ª�· ·�¸ ¶
¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ · ¶
Ý ¬ ¬�Ý ¶�Þ�¯ « · ´ ¹ ¶ ¶
Ã ¢�Ú�¡ ¤ Â º�£ ±�© ¤
¬ ´ ×�Þ ªµ¬ ª�¹�¯ · ª
¯ ¬�Þ ¹�¯ ·�Þ�¸
´�Þ ª ªµ·�¸ ¬�¯ · ´�Þ�¯ ¬ · ª
¯ ×�¸
Þ × ¹ ¬�¬ ª�×�¯ · « ¹�¯ × ¹�¯ · ¬ ¶
¬ ´�¸ «�¬ ª�×�¯ · « ¹�¯ ×�¸�¯ ¶ ª
¬ ¬�Þ ¬�¬ ª�¸�¯ · « «�¯ ·�Þ ¬�¯ ´ ×
· · ´ ¹�¬ · ´�¯ ¬ ¶�·�¯ ¬ · ¹�¯ ¬ ¬
¶ ª�¬�¬ ª�´�¯ ´ ·�¯ · ¶�¸�¯ Þ
Þ « ¶µ´�Þ�¯ · ´ ¬�¯ ¬�Þ ª
¯ Þ
· × ¬ Ç â ¯ ã�ä Â ¯ ¸�¯ ¹ ´
· ª�´�¬ · ´�¯ Þ Þ�¯ « «�¯ · ¶�·
´ ¶µ¬ ª�¹�¯ · ¶�Þ�¯ · ¹�Þ�¯ × ª
´ ¶µ· ¹ ¹�¯ · ª ¶
¯ ¹�¸�¯ ·�¸
´�Þ,¬ · ´�¯ Þ ¬�¯ · ¬ ª
¯ ¬ ¬ ª
¬ ¹�¬ · ´�¯ Þ ¬�¯ · · ¶
¯ · ´
¬ ¶µ¬ ª�´�¯ ´ ·�¯ · ¶�¸�¯ · ¹�¸
· ´�¬ ª ¶
¯ ¬�¸ Þ�¯ · ª ¶
¯ ¹�¸
· ¬�´�Þ�¯ ¬�¸ ·�¯ Þ ´�¯ ¬ ª
· ¬�¬ ª�¸�¯ · « «�¯ · « ª
¯ ¸ ×
· · Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ ¹

¹�¬ ª�¸�¯ · « «�¯ · « ª
¯ ¬�¸
×�¬ · ´�¯ Þ Þ�¯ ·�¸ ×�¯ Þ ¬
´�·�Þ ·�¯ · · «�¯ ¬�¸ ¶
¯ ¶ ª
´�·�Þ ·�¯ · · «�¯ ¬�¸ ¶
¯ Þ ×
¸
¬ ª�«�¯ · « ¶
¯ ¬ ¹�¯ × ª
¸
¬ ª�«�¯ · « ¶
¯ ¬ ¹�¯ ¬ · ª
Þ,¬ · ´�¯ Þ ¬�¯ · ¬ ª
¯ · «�Þ
Þ,¬ ª�´�¯ ´�¸�¯ · «�Þ�¯ ¬�¸
Þ,¬ ª�´�¯ ·�Þ ¬�¯ ·�Þ�¸�¯ × ·
¬�´�Þ�¯ ¬�¸ ·�¯ Þ ´�¯ ¬ ¬
¬�¬ · ´�¯ Þ ¬�¯ · ¬ ª
¯ ·�Þ ª
¬�¬ ª�«�¯ · «�¸�¯ ¸ ¶
¯ ·�Þ
¬�¬ ª�«�¯ · « ¶
¯ ¬ ¹�¯ ·�¸ ª
¬�¬ ª�«�¯ · « ¶
¯ ¬ ¹�¯ · · ª
·�´ ´�¯ Þ ×�¯ ¬ · ¹�¯ ¬
·�´ ´�¯ ·�Þ�¸�¯ · ¹�Þ�¯ ·�Þ ×
·�´ ¶
¯ ¬ ·�¸�¯ · ×�¸�¯ ·�Þ ·
·�¬ · ´�¯ Þ Þ�¯ ·�¸ ´�¯ · · ¹
·�¬ · ´�¯ Þ ¬�¯ · ¬ ª
¯ ·�¸ ¹
·�¬ · ´�¯ Þ ¬�¯ · ¬ ª
¯ ·�Þ ×
·�¬ ª�«�¯ · « ¶
¯ ¬ ¹�¯ · ¹ ª
·�¬ ª�´�¯ ´�¸�¯ · «�Þ�¯ ¶ ª

À À À À À À À Àµ¶ ¶�Þ ª�¸ Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À Àµ¶�· Æ ¡ ½ æ�Ú ©,¤ º�£ ±�© ¤� 
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Watchlist 000220 IL−ISDNNET−990517

NOTE: See the note following the top_talkers script in Appendix 1 explaining
how this report was created.

�,¾ º ¤
ç ¼ ¥ ¬ ¬ ª
¯ ¤ º�°�Í ©�£  �¥ Ì�½ ¤�³�¥ » ¢�£ ¤� 
Æ   ½�¡ ±R¯ Á�º�° ©�£ ¤
¯ ç ¼ ¥ ¬ ¬ ª
Ë © » ¢�£ ¤ È £ ¢ Ê�ª ¶ Á�ª�·�¥ ª�«�Ý ¸ ¸�Ý ¶�¹�¯ × « « ¶�· ¹,¤�³�£ Ú,ª ¶ Á�ª�¸ ¥ ·�¸�Ý Þ ¶
Ý Þ ×�¯ · « ª�¹�Þ ¶
Ã ¢�Ú�¡ ¤ Ñ ¢�Ú�£ ¾ © Å ©   ¤�½�¡ º ¤�½ ¢�¡
´ ¶ ¶µ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ¶�¸ ¶
¶�¬ ×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ Þ ´
¶�·�Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�Þ ´ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
Þ « ªµ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ × ·
Þ ¶�¬�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · · «�¸
¬ ¹ ¹�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý · ¹ «�Þ
¬ ¬�¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · · ¶�Þ
· · ×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶ ª�Þ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¶�«�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶ ª�¬ ¶�· ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¶�¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�· ´
¶ ªµ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�Þ ¹ ¶
Þ ¹�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ × ´
Þ�¸
¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�· « ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
Þ ¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ¶�« ª
¬ «�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶ ª�Þ ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¬�¸
¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�¬ ª�Þ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¬�¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�Þ ¹ «
¬ ¶µ¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ « ¬�¸
¬�Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ¶ ª ª
¬ ¬�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�· ¹ × · ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¬ ¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · × ´ «
¬ ¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ª�¹ ´
¬ ¬�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ × « «
¬ ·�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ · ×
¬ ªµ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · × ´�Þ
· ¹�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�Þ ¹ ¹
· ¹�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ª�¹ ¬
· «�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ Þ ×
· ×�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · · ¶�«
· ×�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ª�¹ ×
· ×�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�¬ ¬
· ×�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ « ¬ «
· ´�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ « ª�· ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ´�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ « ¬ ¹
· ´�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ × « ¶
·�¸
¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý Þ ´ ´ ×�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý · ¬ · ¶
· ¶µ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�¬ ª�× ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · × ´ ×
·�Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�´ ´ ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
·�Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¶�« ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
·�Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¶�« ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
·�Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ·�¸ ´ « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
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·�Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · × ´ ¹
·�Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ª�¹ «
· ¬�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶ ¶�× ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ¬�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ª�× ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ¬�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ · ¶�´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ·�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�¸ ª�« × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ·�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�´ « ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ·�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ « ¬�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ·�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ·�¸ ´ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ·�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ª ª�¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�Þ × ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�Þ Þ�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶ ª�×�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶ ª�´ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶ ª ª�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ « ¬ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ × ¶�« ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ × ·�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ × ª�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ´ ×�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ª ª�× ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ « ´ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ×�Þ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ´�¸ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ´ · « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬�¸ Þ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬�Þ ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¬ « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ª�«�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ª�¬ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · « ¹ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ´ ´ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ´�¸ ¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ´ ª�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ¶�« ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ·�Þ ¹ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ¬ ¶ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · · × ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
· ªµ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ ¶ ¶
· ªµ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ ¶�·
· ªµ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ « ¹
¹�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�· ¹�Þ Þ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¹�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�· « ¶�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�× ¬ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�· ¶ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�·�Þ « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ × « · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¶�¹�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ª�´ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ×�¸ « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ´ · ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬�Þ · × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
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¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¬ · · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · «�¸ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ×�¸ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · · ¬�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ª�¬�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ª�·�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¹�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ × « ×
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�¸ ª ¶ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�×�¸ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�´ ¬ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ�¸ Þ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¶�¸ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¬ « ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¬ ´ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ´ ª ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¬ ¹ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · × ¬ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
«�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ « ª
«�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ × ¬
«�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ·�¸ «
«�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�«�¸
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�¸ ª�¹ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�Þ ·�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¹�¸ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬�¸ ¹�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬�Þ ª�¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · ¹ « · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · «�¸ Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�× ¶
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�×�Þ
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ¬ · × ·
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ Þ ¬
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ « ·
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ×�¸
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ × ª
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ´ ¹
×�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ´ «
×�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�¬ ·
´�¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶ ª ¶�«�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
´�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�Þ ¹ ¬ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ ¶�Þ
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�¬�¸
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ « ¬
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�Þ ¹
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ¶�«�Þ
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�¬ ª
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�¸ ´�¸
´�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ×�Þ
´�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ ¹ ª
´�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�¸ · ×
´�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ¬ ¶
´�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�¬�Þ
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¸
¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ¶�«�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¸
¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ª�¸ ¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¸
¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¶ ¶�¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¸
¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¬ ¬ ª ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ «�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ª ¶
Ý ·�Þ ¶�¬
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¬ ¬ ª
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · · « «
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¬ ×
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ¬ ·
¸
¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ ·�¸ Þ�Ý ¬ ª�´ ×
¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�´ «
¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ¹ « «
¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�¸ ´ ª
¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ´�Þ
¸
¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ¬�¸
¶µ¬ · ¬�¯ · × ¹�¯ ¸�¯ ¹ ª
Ý ¬ ª�¸ « ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�¬ · · · ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶�¬ ª�¹�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶�«�¯ ¬�Ý ¶ ª ¶�Þ ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ « «�¯ · ´ ¬�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶ ¶
¯ ¹ ¹�Ý ´ · ¹ · « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ·�Þ�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶ ¶
¯ ¹ ¹�Ý ´ ·�Þ « ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ·�Þ�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶ ¶
¯ ¹ ¹�Ý ´ · ¬ ´�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�·�Ý · ¬ · ¶
¶µ¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ · · ª�¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¶µ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ ¹ ×�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ¬�¯ · ¶
Ý · ¬ ¬�¸
¶µ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ Þ ¹
¶µ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ · «
¶µ¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ « ¬
¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¶�¹
¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¶�×
¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¶�´
¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¶�Þ
¶µ¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý · ¬ ¬�Þ
¶µ¬ · ¬�¯ · × ¹�¯ · ¬�¸�¯ × ¹�Ý · ¹ × · · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ ¶ ¶
¯ ¹ ¹�Ý ´ · · «�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ·�Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�·�Þ ¹ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
Þ,¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´�Þ ª�¸ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý ¶�¸ « · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý ¶�Þ « « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý ¶�Þ�¸ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý ¶�· × · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý ¶ ª�¹�¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý Þ « ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý Þ ¶�Þ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · · ¹ ª
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ «
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ ×
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ Þ
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ ¬
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ ·
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ ª
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�¬ ¹
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�¬ ¬
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Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ·�¸ ×
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ¹
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ´
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ª
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ¶�¸
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ´�¸
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ´ ¶
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ´�Þ
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ «
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ ×
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ ´
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ¶�¹
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ¶�«
Þ,¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ Þ ´
Þ,¬ · ¬�¯ · × ¹�¯ · ¬�¸�¯ × ¹�Ý × × ´ « ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ · ¬�¸�¯ × ¹�Ý × ¬�¸ ¸ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý · ¬ · ¶
Þ,¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�« ×
Þ,¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ « ¬ ×
Þ,¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ « ¬ ´
Þ,¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ × ¹�Þ
Þ,¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ × « ¹
¬�¬ · ¬�¯ · × ¹�¯ ¸ ¹�¯ · × ´�Ý · ¶�Þ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ ¶ ª
¯ ·�Þ ¬�Ý ´ ¶�× ¹ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ · ¶�Þ�Ý ¶�´ ´ ¬
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý Þ « ¹ × ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý Þ ´ ¹ · ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ «�Þ�Ý Þ ´�¸ ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ ×�¸�Ý · ¬ ¬ ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ ¬�Þ Þ�Ý Þ ¬ ¶ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¬ ¬ ª
Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ «�¯ ¬�Þ Þ�Ý Þ · ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
¬�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · ¬ ·�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · ·�¸ ·
¬�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ · · ¹�Ý · ¬ · ¶ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý · · « ¹
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª ¶�´
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª ¶�¸
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª ¶ ¶
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª ¶�Þ
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · × ¶
Ý ¬ ª�Þ ¹
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´ ´ ª
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ×
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ¶
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�Þ�¸
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý ·�¸ · ´
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ ´ ·
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ ¬
¬�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ ·
¬�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�¹ ª
¬�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�« «
¬�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�« ´
¬�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý ¬ «�Þ ª
·�¬ · ¬�¯ · × ¹�¯ ´�Þ�¯ ¸ ¸�Ý ´ · ¹�¸ ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
·�¬ · ¬�¯ · × ¹�¯ ¶ ¶
¯ ¹ ¹�Ý ´ ¬ ª�· ´ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ¶�·�Ý · ¬ · ¶
·�¬ · ¬�¯ · × ¹�¯ Þ «�¯ · ´�Þ�Ý · ´ ×�Þ ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ ª
¯ ·�Þ Þ�Ý · ¬ · ¶
·�¬ · ¬�¯ · × ¹�¯ Þ�¸�¯ ¹ ×�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · «�¸�Ý · ¬ × ¹
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·�¬ · ¬�¯ · × ¹�¯ Þ ¬�¯ · ª�¹�Ý ¬ ¶ ª ¶�« ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ·�Ý · ¬ · ¶
·�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ «
·�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´ ¶
Ý · ´�¸ ¸
·�¬ · ¬�¯ · × ¹�¯ ¬ ×�¯ · × ´�Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ´�Þ�Ý ·�Þ�¸ ª
·�¬ · ¬�¯ · × ¹�¯ · · ¬�¯ · ª ª
Ý « ª ¥ Ó Ç â ¯ ã�ä Â ¯ ·�¸ Þ�¯ · ¹ ´�Ý Þ ª�« ¹

À À À À À À À Àµ¶�« ¶ ª Â ¢ ¤ º�°,º�° ©�£ ¤� 
À À À À À À À À¦¬�¸ ¸ Æ ¡ ½ æ�Ú ©,¤ º�°�Í ©�£  
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